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> We belong to the GRC Regional Implementation Group (RIG) located in USA,
Germany and India

> As recognized experts, our mission is to enable others to successfully implement
SAP GRC solutions.

> We ensure:
high-adoption rates,
100% customer satisfaction, and customer references.

> We are committed to continuous improvement of GRC products and services
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RIG Installation Methodology

> We recommend the following installation methodology
Install SAP Netweaver AS JAVA 7.0 SP12+
Run Pre-Installation Flash Movie
Deploy Access Control Software (including latest Support Packages)
Run Post-Installation Flash Movies
a. Post-Installation Risk Analysis and Remediation
b. Post-Installation Superuser Privilege Management
c. Post-Installation Compliant User Provisioning
d. Post-Installation Enterprise Role Management
Start Customizing Access Control 5.3 according to customer requirements
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Post-Installation Activities Overview
- Superuser Privilege Management -

> Step 1. Configure SPM in each backend
Create RFC Destination in SM59
Schedule Periodic BG Job for Log Report
Create Users
Configure SPM Configuration Table
Create Reason Codes
Convert User IDs into Firefighter IDs
Assign Firefighter IDs to Owners
Assign Firefighter IDs to Firefighter
Assign Firefighter IDs to Controler
Test SPM in SAP Backend System
Test Log Report in Backend System

> Step 2: Configure SPM Frontend Reporting in AC5.3
Create SPM Administrator UME Role
Create JCO in NW for SLD Integration
Create System Connector in SPM Java Frontend
Test SPM Frontend Reporting

> Step 3. Configure SoD Reporting

Change system connector settings in RAR
Start SAP Adapter in RAR

Create TCP/IP RFC Destination
Configure Risk Terminator

Add Connector ID to SPM Configuration
Test SoD Reporting in the SPM Frontend
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1 - Create RFC Destination in SM59

> Create an RFC destination (ABAP Connection)

> You don‘t need to enter any data into the Logon & Security tab
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RFC Destination FF_RFC

| Remmote Logan || Connection Test || Llnicode Test |

RFC Destination: FF_RFC
Connection Type 3 |ABAF Connection Description
Description

Description 1 RFC Destination far FF

Description 2
Description 3

Administration Technical Settings Logon & Security

MOMP & Unicode

Special Options

Target System Settings

Load Balancing Status

Load Balancing fes i

Target Host

System Mumber

Save to Database as

Save as Hostname IP Address

Gateway Qptions
Gateway Host
Gateway sermvice




2 — Schedule Periodic BG Job for Log Report

SADd

» Schedule in transaction SM36 a job to run the ABAP report /VIRSA/ZVFATBAK
hourly. This report generates the SPM log report.

Change Job WVIRSA/ZVFATBAK

|ﬁ? Start condition ||:';;," Step || Job details | ‘ | f& Predecessorjob || [2 Successarjob |E

General data

Joh name |WIHSP.#E'|J'FP.TB.“.H |
Jaoh class I:Iﬁ']
Status Released |
Exec. Target | | | Spool list recipient
Job start Job frequency
| Date Time | Hour1y |
Start date 13.04.2007  16:46:51 | | | |
| N |
| |
| |
Job steps
OOEARAEAET -5teps successTully defined
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3 - Create Users

> Create the following users:
- Role: /IVIRSA/Z VFAT_ADMINISTRATOR
» Configuration of Firefighter
» Assign Owners and Controllers to Firefighter IDs

» Maintain Security Tables, which requires the knowledge of the passwords of the
FireFighterIDs

» Access to the Tool Box containing a number of reports.
- IVIRSA/Z_VFAT_ID_OWNER

> Assign FireFighterIDs to Firefighters

» Assign Controllers to FirefighterIDs they own

- IVIRSA/Z_VFAT_ID_OWNER (but with objects GRCFF_0001 &
S _TABU_DIS restricted display only!)

» Check the log report entries the FireFighterIDs they were assigned to.
> Optionally receive email notifications when a FireFighterID is used.
—> Superuser roles (SAP_ALL or ,<Module>_ALL" or other critical roles)
» Emergency / Superuser ID activated via SPM
- IVIRSA/Z_VFAT_FIREFIGHTER
» Regular end user with access to a Firefighter ID in SPM.

© SAP 2007 / Page 7



4 - Configure SPM Configuration Table

> Logon as SPM Administrator and start transaction /VIRSA/VFAT
Superuser Privilege Management

|sﬁ Cwners ||€29 Firefighters ||“ﬁ Cantrollers ||€ﬁ Eecurin? Reason Cl:u:iel 2 Configuration |€? Critical Tcodes |

> In SPM Configuration Table make the following entries
Change View "Configuration": Overview

Configuration

FF Caonfig. Parameter i |FF Config Farameter Yalue

Fetiisve Change Log M vEs

Firefighter Owner &dditional BAuthorization EI[YES

Firefighter Controller Additional Authorizatiaon ZI[YES

Send Log Report Execution Wotification Immediately N0

Send Log Report Execution MWotification Z1 M0

Send Firefighter Login Notification Immediately =) WO

Send FirefightId Login Notification I Na

Remote Function Gall = [FF_RFC RFC Dest you created before!

> Owner Additional Auth. Setting: Ensures that owners can only manage Firefighter IDs they
own.

> Controler Additional Auth. Setting: Ensures that controlers can only access log reports of
Firefighter IDs they were assigned to.

» Change notification settings, if you want to use email notifications
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5 — Create Reason Codes

SADd

> Logon as SPM Administrator and click in transaction /VIRSA/NFAT on the
,Reason Code"“ button

Superuser Privilege Management
|sﬁ Cwners ||€29 Firefighters ||“ﬁ Cantrollers ||€ﬁ Eecurit‘y‘ %2 Reason Code |sﬁ Configuration ||€? Critical Tcodes |

> Then create reason codes which Firefighters will have to select from upon
activation of Firefighter IDs that were granted to them.

Change View "Reason Codes": Overview

g
Reason Codes 4{
Reason Codes Description Active
HELP DESK TICKET: HELF DESK TICKET hotive z[4]
MONTH END CLOSE MONTH END CLOSE Lotive z[=]
OPEN CLIENT OPEN CLIENT hotive E
SYSTEM DUTAGE SYSTEM DUTAGE Lotive E
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6 — Convert User IDs into Firefighter IDs:
Maintain the Security Table and Apply SAP Note

SADd

> Logon as SPM Administrator and click in transaction /VIRSA/NFAT on the
»Security” button

Superuser Privilege Management
|sﬁ Cwners ||€29 Firefighters ||“ﬁ Cantrollers |sﬁ Eecuriw” %? Reason Code ||€ﬁ Configuration ||€? Critical Tcodes |

> Then enter the user IDs and their passwords you want to convert into Firefighter
IDs. The password will be hashed immediatly. Only Administrators have access to
the security table.

New Entries: Overview of Added Entries New Entries: Overview of Added Entries
E;
Security Security
Firefight Id Password Comments Firefight Id Password Corr
AC_ADMIN difficult_password new Firefighter 10| AC_ADMIN  |<IQH#s1_%- plxOMsx7 aE% QL hAZwa Gk NEW

> If you implement SAP note 992200, then Firefighter IDs can‘t logon anymore with
their password, but can be accessed only via activation in /VIRSA/ZVFAT
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7 — Assign Firefighter IDs to Owners

SADd

> Logon as SPM Administrator and click in transaction /VIRSA/NFAT on the
,Owners* button

Superuser Privilege Management
E |sﬁ 0wner5| "2 Firefighters ||“ﬁ Cantrollers ||€ﬁ Eecurin? Reason Code ||€ﬁ Configuration ||€? Critical Tcodes |

> Then assign to each Firefighter ID one or multiple (new in AC5.3) Owners

Change View "Owners": Overview

Owhers

Firefight |0 Firefight ID Owner Description Comments
pL_FF_ID; =) FF_OWNER

FF_CHECKS FWILSOM

FF_FINANCE CPERKINS

FF_WENDORS FWILSON
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8 — Assign Firefighter IDs to Firefighter

SADd

> Logon as Owner (or Administrator) and click in transaction /VIRSA/VFAT on the
,Firefighter* button

Superuser Privilege Management
|sﬁ 0wner5| "2 Firefighters H“ﬁ Cantrollers ||€ﬁ Eecurin? Reason Code ||€ﬁ Configuration ||€? Critical Tcodes |

> Then assign Firefighter IDs to Firefighters (end users with access to SPN)

Change View "Firefighters": Overview

Firefighters

Firefight [T Firefighter Walid Fram Walid To Camments
f6iC_FF_TD; | FF B1.05. 2008 [1.01.2099

FF_CHECKS FRITSCHE 20.02. 2005 31.12.99499

FF_CHECKS MWONG 31.12 2005 31.12.9999

FF_FIMANCE B.OMES 31.12. 2005 31.12.99499

FF_VENDORS FRITSCHE 20.02. 2005 31.12.99499

FF_VENDORS JTRAN 31.12 2005 31.12.99499

FF_YENDORS MWONG 3112 2005 31.12.9899
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9 — Assign Firefighter IDs to Controllers

SADd

> Logon as Owner (or Administrator) and click in transaction /VIRSA/VFAT on the
,2controllers* button

Superuser Privilege Manageﬁ’lent

|sﬁ Cwners ||€29 Firefighters |[ %2 Contrallers |sﬁ Eecurin? Reason Code ||€ﬁ Configuration ||€? Critical Tcodes |

> Then assign Firefighter IDs to Controllers. This allows Owners to delegate the

monitoring or auditing of Firefighter activities to Controllers.

Change View "Controllers": Overview
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Controllers
Firefight [T FF ID Contraller Isane Flag Infarmation Camments
AC_FF_ID AC_FF_CONTR Workf1ow g
FF_FINANCE CPERKINS Email g
FF_FINANCE FWILSON Email El 1
FF_FI_CLOSE CPERKINS Email g
FF_YWENDORS FWILSON Email g

i



10 - Test SPM in SAP Backend System (1/2)

> Logon as Firefighter and start transaction /VIRSA/VFAT

Superuser Privilege Management
|“ﬁ Owners ||“ﬁ Firefighters ||% Controllers ||% Security ||% Reason Code ||“ﬁ Configuration ||“$ Critical Tcodes |

Firefighter ID |FireﬁghterID Owner |Status |Descriptinn |FF ID Used By IMESSElgetn hooonuci | |
AC_FF_ID AC_FF_OWNER COm | Message || Logon |[*]

]

> As long as the status is green the Firefighter ID is not in use and you can logon
with it.
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10 - Test SPM in SAP Backend System (2/2)

> Provide reason code and list actions (free text) you want to perform for later
reference. Note that the status has turned red. This means that the Firefighter ID is
not available for no one else as of this point in time.

Superuser Privilege Management

S ﬂ‘? Owners fl‘? Firefighters rj‘? Confrollers ﬂ“‘? Security ﬂ‘? Reason Code H‘? Configuration H‘? Critical Tcodes tEEcj

Log on using FFID

Log on

© SAP

Firefighter ID Firefighter ID Owner Status |Description FFID Used By |Message to
AC_FF_ID AC_FF_OWNER AC_FF Message
[ Superuser Privilege Management

Flease enter the reason for using this access

SYSTEM OUTAGE

Reason Codes

check system settings

Flease enter the actions that you anticipate to perform.

perform sm59, sei6, su@1

PRl

]




11 - Test Log Report in Backend System

SADd

> Logon as Controler (or Administrator) and click in transaction /VIRSA/VFAT on
the ,Log Report” icon. Make sure that the bg job in (2) has run in the meantime!

Superuser Privilege Management
@ @ |sﬁ Cwners ||€29 Firefighters ||“ﬁ Cantrollers ||€ﬁ Security ||€ﬁ Reason Code ||€ﬁ Configuration ||€? Critical Tcodes |

> After you made your selection the log report appears. It should list all relevant
details as displayed below: Firefighter, Firefighter ID, logon time stamp, transaction
or report name and details of change documents, if created by SAP system.

Lug Repurt IIT_?Log Repart
Pleage ehtar the reason for using this access !
FFID Owner Firefighter ID Firefighter Session Date Session Time Reason Code REpeInCoda  HEUP DESRTICHEY
Date Time Server Name Transaction Report Mame Re g !
Tcode Time Change Document Table Field Text  01d Yalus New in AC5.3: Reason
Code Reporting!
B AC_FF_OWWER AC_FF_ID AC_FF 02.05. 2008 13:25:12 SYSTEN OUTAGE
B AC_FF_OWWER AC_FF_ID AC_FF 02.05. 2008 13:27:54 SYETEM OUTAGE
B AC_FF_OWWER AC_FF_ID AC_FF 02 05 2008 15:42: 05 MONT | END CLOSE
B AC_FF_OWHWER AC_FF_ID AC_FF 06.05. 2008 14:33: 24 HELP DESKE TICKET
ESEEEFEQWEEEB #g_;;_ig i tSEEEFDE}( 50 1. Lo Lt 15:22:2?RFE ALl DLl TLLELT Flease enter the actions that you anticipate to perform
05, (22 cxtdo
= 06.065. 2008 15:22:47 doxtdchi _DCX 5O sSU RFC Us ———
15:23:55 BCOTDEOOOE21930000008322 LDRZ2 Mew record Created.
15:23:550 BCOYDAOOOG21 930000008322 LDRP Language Key
15:23:5856 BCO1DRBOOE21 930000008322 LDRP First name Frank
15:23:55 BCOYORBOOGE21 930000008322 LDRU Mew record Created.
15:23:55 DE29517
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> Step 2 starts now: Configure SPM Frontend Reporting in AC5.3

> In UME of AC5.3 application server create a UME Role for SPM administrators
and assign all UME Actions of Service / Application “FF” that were shipped by SAP

[——

@ Role successfully created

| | [ Export]

ReasonActivityReport
TranUsageReport
ViewReportsTab
ViewCaonfigurationTab
ConfChangeRoleLogReport
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12 - Create SPM Administrator UME Role (2/2)

» Only UME users with roles that contain ,FF* UME Actions will find an active link to
Superuser Privilege Management in the Launchpad!

w GRC Access Control a_%-i;;

Welcome Rambo, Frank Help | &bout | Logoff

éip. Risk Analysis and Remediation Enterprize Rols Managsmerit
This companent allows you to manage Segregstion of Duties across your enterprize system. This c = Thiz compaonent alloves you to manage enterprise roles with & single unified role repostory. The
d Vi includes defintion of SaD tizks and mitigating controls, tisk analysiz, tisk remedstion, &= well as SoD | roles can be documented, designed, analyzed far control violationz, approved, and then

alerts and reports for auditors, 1T and business process owners. automatically generated.

ol I e e Py ¥e0a Management _
Ij @ Compliant User Provisionin L v o = |

£
S-L Thiz component provides compliant access provisioning across enterprize systlms. This inclu '"i: m m mh ﬂ“m ELESTSET GOCETE m h B m MH-'_ "ll'm A

access request self-service, spprovals, compliance checks, proactive resolution of access oo

and pravisioning. define superusers and alert camers, log the account activity, and nun comprehensive reports.

Superuser Privilede Manacgement
Thiz component allosys you ta enf : Y ou can

seine supenssrs i it ovner & UME USer ith SPM Role. ez

© SAP 2007 / Page 18



13 - Create JCO in NW for SLD Integration
- Destination Name = RAR Connector ID w

> Go http://<server>:.<port> - Web Dynpro - Content Administrator
w SAP NetWeaver™

[/ ireate JCo Destination | Maintain JCo Destinations £ || Start assigned SLD | Check SLD Connection |

I,

[ ' Ico Destination Details

m  Search [ ["1&] pefine source | &1 |>] | Creste |
Enable all Mame & Status &
* Deployed Content | Sl L Ll
| YIRSAHR_01_MODEL " 1 Create Preview

b sap.com

> Click on Create JCo Destination and use as Destination Name the Connector
ID you‘re using in RAR (Field , System*) for the same SAP backend system. Also
set correct JCo Pool parameters

SAP NetWeaver”

| Create JCo Destination || Maintain JCo Destinations | | Start assigned SLD | Check SLD Connection |

Create new JCo Destination

[
W crovse EIED R =]

Enahbile all I 1 2 3 4.1 42 5
General Data JZ2EE Cluster Connection Type Appl. Server Connection Mzg. Server Connection Security SUmmary

p

¥ Deploved Content

¥ zap.com Define the name and the maximal pool size of the JOO connection.
b System Defined Contert Optionally you can creste the newy JCo destination as a copy of a existing one.
Please make sure that the new JCo destination name is not an extension of an existing one (like "Test" and "Test1")
Destination Hame JCo Pool Configuration
Mame: |AR1 | Maximal Poal Size : |750
Cliert: 001-_i Maximum Connections: |71DE|
|| Copy I Trom an existing JUo destination Connection Timeout (msec.): |—|1DDE

Maximum Waiting Time (msec.): 30000

[l Previous N[Next Wl [ Finish | [Ganeel|
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13 - Create JCO in NW for SLD Integration
- Connection Type = Application Data

> Confirm the next screen with Next, then select Application Data and click Next

w SAP NetWea_ver"

| Create JCo Destination || Mairtain JCo Destinations | || Start assigned SLD || Check SLD Connection |

. E' Create new JCo Destination

» 1 2 3 41 42 5 &
General Data J2EE Cluster Connection Type Appl. Server Connection Mzg. Server Connection Security Summary

Enakle all

Define the J2EE cluster, to which the JCo destination should be assigned.
ou should use your local J2EE cluster as default. In some caszes it might be useful to define the JCo destination for another J2EE cluster.

¥ =ap.com
b System Defined Content

Uze local J2EE engine "JA1 on grc-rig-03"

h_I Cancel

%i Previous || Mext # |

W SAP NetWeaver”

| Create JCo Destination || Maintain JCo Destination= | || Start assigned SLD || Check SLD Connection |

Create new JCo Destination

P erowse [RECIEL =
Enable all b 1 2 3 [['4."[_1 42| |5 §—0
General Data J2EE Cluster Connection Type Appl. Server Connection Mzg. Server Connection Security Sumimary
» sap.com Data Type Destination Type
b System Defined Content
Define the type of data you want to read using the JCo destination. Define whether or not ywou want a load-balanced access.

" Dictionary Meta Data Hote: This is only possible for destinations used to read application data.

&+ fpplication Dat:

+ Load-balanced Conmection (recommended)
" Single Server Connection (should be used only for debugding)

|d Previou ] |Next b| | Fini3h| |Cance|| %
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13 - Create JCO in NW for SLD Integration
- Connection Type = Application Data SADg

> Choose Message Server and Logon Group

> SAP Router Strings can be configured here as well. This may be required in
outsourcing scenarios where AC Java Frontend and SAP Backends belong to
different networks.

w SAP NetWea_ver"

| Creste JCo Destination | Maintain JCo Destinations | | | Start assigned SLD || Check SLD Connection

— ) E' Create new JCo Destination
P orowse [ECL [
Enable all b 1 2 3 {41 42 5 B }_D
e General Data JZEE Cluster Connection Type Appl. Server Connection M=g. Server Connection Security Summary
w Deployed Content
F sap.com Define the meszage server, system name and the lndnn oroun osed b the JCO connection.
¥ System Defined Contert Mezsane Server: [2R1 grc-rig-03 [=]

Logon Group:
[[JUse SAP Router

4 Previous | | Mext kb |:_F|ﬁ|-3F| Cancel
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13 - Create JCO in NW for SLD Integration
- Security Settings SAR4

> Provide userID and password of RFC user you have already created for RAR in
the backend.

> SNC encryption (transport layer) can be activated here, too. This may be required
for high security environments where all communication between AC Java Frontend
and SAP Backend has to be encrypted (for example for CUP password
transmission). For more details refer to SAP Netweaver Documentation.

m SAP NetWeaver”

[ Create JCo Destination || Maintain JCo Destinations | | | Start assigned SLD || Check SLD Connection |

m py— Create new JCo Destination
— (2] (2] 4] [a2] E———
= Deployed Cortent General Data JZEE Cluster Connection Type Appl. Server Connection =g, Server Connection Security Summary

b zap.com Define the required authertication method and (optionally) the parameters needed for a secure network communication (SMC).

b System Defined Content Define the used authentication method and (optionally) the parameters needed for a secure network connection (SHC).
User Authentication Secure Hetwork Connection (SHC)
zed Method: |Llser I Pazzword |'i SMC Mode: ’m
Psimie: [webuser | ;
Passyvorc: [sennuns |
' firm Password. (essssss | ;
Language:; [Engiish [+]

I Frien]
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13 - Create JCO in NW for SLD Integration
- Finish & Test

> Click on Finish. It is always a good idea to test the connection!

w SAP NetWeaver™

| create JCo Destination || Maintain JCo Destingtions || Start assigned SLD | Check 5LD Connection |

H

K=

Create new JCo Destination

— [zl 2] - [42]

General Data J2EE Cluster Connection Type Appl. Server Connection Msg. Server Connection Security

AT s

-
-
I

YWou defined the following JCO connection:

M, seovy oo [

b sap.com
¥ System Defined Contert

General Data

JCo Pool Configuration

hame: AR Maximum Pool Size: a0
Cliert 001 Maximum Connections: 100
J2EE Cluster Mame: |41 on gro-rig-03 Connection Timeout (msec.): 10,000

Mazimum Wisiting Time (msec.); 30,000

4 Previous i‘N%_’J Finish || Cancel

w SAP NetWea_ver"

| Create JCo Destinatiol || Maintsin JCo Destinations | | Start assigned SLD || Check SLD Connection |

[ ' Ico Destination Details
[['I2] ' pefine source |2

P crovse BRECE] =] | [Creste]

Natme = Status =
| AR1 o Presview Ping Remaove
e | VRSAHR_01_METADATA B e
b System Defined Cortent YIRSAHR_01_MODEL @ Create
| WRSAHR 02 METADATA, | @ | Create
| YRS&HR_02_MODEL I 7 | ereste

L Rew 1 kes =] =] : s
(il Jco destination '&R1" was sucesstully tested with user WEBUSER'
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14 - Create System Connector in SPM Java

Frontend

> Create a system connector in SPM - Configuration - Connectors - Create and

select SLD connector from list.

SAP GRC Access Control
Superuser Privilege Management

e Canfiguratio

Welcome Frank Rambo

Help

Apout  Log Cff

nnnnnnnnn

[ ki Create Connector

= Connectors

Connector ID:
Deszcription:
Application Server: 5

System Mumber:
Client:

search || Cancel | [ Select |

AR1

WIRSAXERI_01_MODEL

Create Connector

Connectar 1D

Description;

Application Server:
System Mumber:
Client:

=er IT:
Pazzword:

SLD Connector:
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15 - Test SPM Frontend Reporting

> Test the access to the SPM reports generated in each of your backend systems

PowERED B
SAP GRC Access Control m—w
Superuser Privilege Management Welcome Frank Rambo Help  About  Log Off ‘

[ =]

Log Report @
System : AR1_001

» Change Log Reason Code : Al

CHENELE Firefighter ID : LI
Firefighter ID Owner : 2l
Firefighter : Al
Date : Al
Time : All
Transaction : &1
Firefighter ID: FFID Firefighter: (040302 Firefighter 1D Owner: FFCWHER
Session Date: 61705 Session Time: 20:50:00 Reason Code: HELF DESK TICKET
SMWEN SAPLEMTR_MANVIGATION are-rig-03_aR1_00 BMTIOE 20:53:05
Firefighter 1D: FFID Firefighter: (040302 Firefighter 1D Owner: FFCWHER
Session Date: 6/17/05 Session Time: 22,2902 Reason Code: HELF DESK TICKET
SMEN SAPLSMTR_MAWVIGATION gro-rig-03_AR1_00 BATI0E 22:29:46
PFCG SAPLPRGM_TREE gro-rig-03_AR1_00 BM TG 223307
SU0 RSk 3000 are-tig-03_AR1_00 BMTI0E 223432
SESSION_MAMAGER SAPLEMTR_MANMIGATION are-rig-03_AR1_00 12n0m7 133821
MIRSANEAT MNIRSAIZVEAT gre-rig-03_AR1_00 1210m7 135623
Firefighter ID: FFID1 Firefighter: AC_ADKIN Firefighter 1D Owner: DO23517
Session Date: 7r9,/08 Session Time: 03:29:40 Reason Code: HELF DESK TICKET
SU SAPMSLILO are-rig-03_aR1_00 7108 03:28:57
Firefighter ID: FFIC Firefighter: 4C_2DIM Firefighter 1D Owner: DO29517
Session Date: 7/9/03 session Time: 04:32:25 Reason Code: MORTH ErD CLOSE
S0 SAPMSLILID gro-rig-03_AR1_00 719105 04:3246
PFCG SAPLPRGMN_TREE are-rig-03_aR1_00 71808 04:33:00
Firefighter ID: FFIC1 Firefighter: &4C_ADMIM Firefighter ID Owner: 0023517
Session Date: 73038 Session Time: 03:30:15 Reason Code; ZvETEM OUTAGE
U0 SAPMSLILIO gro-rig-03_AR1_00 719105 05:30:19

mmm Mo of Rows per Page:
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16 - Change system connector settings in RAR

SADd

> Step 3 starts now: Configure SoD Reporting for SPM as explained in SAP notes 1055976
and 1060673.

> In RAR - Configuration > Connectors add / change for each backend connector settings
as displayed below

> In some instances usage of Risk Terminator comes up with an error unless a specific naming for Report
Name & corresponding RFC destination (Task 17) is used as documented in SAP Note 1145048. The report
name BDEFHIJKLM has been chosen arbitrarily and should be chosen differently for each backend system

your are connecting to.

L
=3
3
-
L]
3
.
L]
=

w SAP GRC Access Control P
RISI“ Ana|y5|5 and Remedlatlon Welcome Frank Rambo Help  About  Logoff ‘
Infarmer i Rule &Architect i Mitigatiorr'l “Alert bonitar Canfiguration
¥ Risk Analysis Change Connector i

= Default Yalues
= Performance Tuning System: * AR
= Additional Cptions
= Mitigating Controls
= Warkflow System Type: =
= Wizcellaneous

System MName; * |AR1 ECCR |

[~
Connection Type: | Adaptive RFC =]
[~]

F WIC User Mappings
F MIC Risk Mappings Joo Destination: * |gre-rig-03_AR1_001 bl
* Connectors !

et SAP Gateway: % | zapowe00 |

Report MName: |BDEFHIJKLM |

¥ Logical Systems

Outhound Connection: [v]
F Cross Systems
¥ Data Extraction Unicode System:
= Naster User Source

¥ User Mapping
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_m

> Click on the grey diamond icon to start SAP Adapter

P/’ SAP GRC Access Control h..@
PSR e esd Enriediaten Nete e P B e Aot Logor .

e

Zon

grc-rig-03 Sapg_WDIZI BOEFHIJKLM

AR1 ECCE grc-rig-03 sapgwe 00 BOEFHIJKLIM
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18 — Create TCP/IP RFC Destination in each
SAP Backend and Test Connection

> In SM59 create a RFC connection of type TCP/IP and enter as Program ID
BDEFHIJKLM. Then perform a connection test.

RFC Destination AR1GRCCONN

RFC Destination LR GRCCOMNM |
Connection Type |T| TCRilE
Cescription
Description 1 |RFC Destination for Risk
Description 2

annection | Description

inator & SPM SoD Reporting

Cescription 3

Technical Settings

RFC - Connection Test

Activation Type
(2 Start on Application Server ® Renisterad Server Pragram

() Start on Explicit Host Connection Test FF_RISK_TERM

Connection Type TCR/P Connection

Registered Server Program AERAn Result ==
Prograrn 1D |BDEFHIJKLM Lagon 118 msec
Transfer of 0 KB 15 msec
Transfer of 10 KB 16 msec
Start Type of External Program TSI e
® Default Gateway Value Transfer of 30 KB 18 msec
' Remate Exacution

' Remote Shell
(1 Secure Shell

CPI-C Tirneout
) Default Gateway Yalue
() Specify Timeout Defined ¥alue in Seconds

Gateway Options

Gateway Host

Gateway semvice sapgwil
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19 - Configure Risk Terminator in each SAP
Backend Yy

» Start transaction /VIRSA/ZRTCNFG and enter the name of the RFC connection
created in (17). Also select ,,CC5X" as CC release to be used

Risk Terminator Configuration

Selectthe CC release to he used CCax g
RFC destination far release CCAH AR1GRCCONN
FFCG Plug in(YESING) Mo E
FFCG User Assignment Plug-In{yES/MO) Mo B
SLI01 Role Assignment Plug-1n{rESMO) Mo B
S0 Multiple-user Role Assignment Plug-In(YESMTO) Mo E
Stop generation ifwiolations exist Moo
Comments are regquired in case of violations B =
Send notification in case ofviolations Moo [%
Default analysis level Object Level Analysis ed|

Save I | Cancel I
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20 — Add Connector ID to SPM Configuration

> Logon as SPM Administrator and start transaction /VIRSA/VFAT
Superuser Privilege Management

|sﬁ Cwners ||€29 Firefighters ||“ﬁ Cantrollers ||€ﬁ Eecurin? Reason Cl:u:iel 2 Configuration |€? Critical Tcodes |

> In SPM Configuration Table make the following additional entry

Configuration

Farameter |Ua|ue |Cumment
SYSKEY Connector Id for Risk Z)AR1| I

<J0IHE

> Make sure that the Connector ID coincides with the field ,System* defined as
connector in RAR.

---------
w SAP GRC Access Control e
Risk Analysis and Remediation Welerie Erarte Rambn Help  Abouwt  Logofi ﬂ
Informer |-' Rule Srchitect i "Mﬂigaﬁan’ f Alert Monitor Configuration :- |- ‘:IE|
w Rizk Analysis Connectors @
= Default Yalues
= Performance Tuning System System Mame System Type Conngction Tope
= Additional Cptions AR AR1 ECCE SAP filete]
+ Mitigating Cortrals [
= Wyiorkflowe

= Miscelaneous
F MIC User Mappings
k MIC Rizk Mappings %
w Connectors
= Create

k Lodical Syatems
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21 - Test SoD Reporting in the SPM Frontend

®

> Test SoD Reports in your SPM Frontend

w SAP GRC Access Control =T
Superuser Prwllege Management Welcome Admin Access Controls Help Ahout  Logoff ‘
M e 7]
Superuser Privilege Management Reports
= Role Reports :g Log Summary Repart - Reazon f Activity Report
This report provides Firefighter usage lists by Firefighter I©, This report lizts the reazons and expected activity as entered by the
Firefighter ID Owner, or Firefighter. firefighter when initisting = firefighting session. You can generate reports by
Reaszon Code, Firefighter |0, Firefighter 1D Owner, or Session Date.
. Transaction Usane Report - Irvvalid Firefighter IDs, Controlers or Cuvners Report
This reports transactions which were executed during the: firefighting This report lizts IDs defined in Supetuser Privilege Management that no longer
session. You have the option to report only critical transaction usage. valid hecause they have expired, have been deleted, or are locked.
g Log Report g Sob Violstions Report
This reports usage detailz from the Firefighter Session This reports whether a firefighter has violsted a Segregation of Duties rule as

defined in Risk Remedistion and Analysis.

ficpuration Change Log Report
This report lists the changes made to the Firefighter configuration

> It should show up as displayed below once you made your selection

SAP GRC Access Control
Supefuser inlege Management Welcome Admin Access Controls Help Ahout  Logoff *

P o

SoD Violations Report e 0O

= Role Reports System DCx
Firefighter 1D Owner :Al
Firefighter :AC_FF

Date :5/6:2008
Firefighter:2C_FF Rigk:PO0OZ001

‘Transaction Date
FKO1 SIE05
ME21 o SIE05

oshl covi i aye ox
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