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Post-Installation Activities
- Risk Analysis and Remediation -

1. Upload UME Roles and Create AC Administer User

2. Check Background Job Daemon

3. Check Analysis Engine Daemon Manager

4. Create JCO Connectors

5. Create and Check System Connectors

6. Create Logical Systems and Assign System Connectors
7. Upload Error Messages File

8. Set/ Check Default & Performance Parameters

9. Set/ Check Miscellaneous Values

10. Set Up User Master Source

11. Upload Static Text

12. Upload SU24 Authorization Data

13. Upload SAP GRC Rule Files

14. Generate Rules for Logical Systems

15. Run Full Synchronization and Full Batch Risk Analysis Jobs

16. Upload Initial System Data into CUP (Optional)



1 - Upload UME Roles For AC5.3 (1/3)
- Overview of XML Files

> With the installation files come the following 3 xml files that contain UME roles:

> Risk Analysis and Remediation - cc_ume_roles.txt
VIRSA_CC_ADMINISTRATOR
VIRSA _CC_REPORT
VIRSA CC_SECURITY_ADMIN
VIRSA_CC_BUSINESS_OWNER

> Compliant User Provisioning - ae_ume_roles.txt
AEADMIN
AESecurity
AEApprover

> Enterprise Role Management - re_ume_roles.txt
READMIN
REBusinessUser
RERoleDesigner
RESecurity
RESuperUser
REConfigurator

Package

> These xml files must be uploaded into UME AC5.3 server.



1 - Upload UME Roles For AC5.3 (2/3)
- How to Upload XML Files With UME Roles

> Logon to UME and click on ,Import*

a Identity Management - Microsoft Internet Explorer provided by SAP IT

File Edit Wiew Favortes Tools  Help
@Back- - @ ¥ E @ ‘{h ‘ /O'Searﬁh *Favnr‘ités @‘ @v& - e D {Ié_aa - ﬁ i
__;Qﬂd?é:sé F@ http:ffgre-rig-03.pal. sap. corp: 50100/ webdynpra/dispatchet fsap. comftosecuma~wd--umeadmin/Uneadrminapp
GDUSk“Gl' j qu-geht‘s!'.+@ ﬁ - | 7 Lesezeichenw ELB b:l.Q.Elli_i.E.'rt.l| ":?.ée:thtét'hkéib F'rfe- EE“: vw Fgw:urltes _ﬂufs He,h:,

| Back ~ Search 7 Favari -4
IWelcomeanho,Frank - J 1 | ““““““““““““““ ‘ﬁ- a ; h} u ]_] /b | p i El’:-" tEﬁ @ | LJ
idertily hanageme ¢ ||| Impart | © - / ’ Address I@ I-.ttp:,n',n'lncalh.:.st:EDDDD,n'webdynpru:u,n'dlspatcher,fsap.cu:um.l'tc~sec~un|

Batch Import of User/Group/Role Data
IWelcume Ali Admin ‘.

[ Upload | || [] Overwrite Existing Data
|~ Browse... ildentrt-f Managemet | [ import || Cu:unflguratu:un Il Cu:unmstency Check |

a Identity Management - Microsoft Internet Explorer

nfiguration || Consistency Check |

Cobc_ume_roles
=] Batch Import Protocol

I All (4 "'.':| Return to Batch Impart |

Created

Cresated
Created
Created




_m

» You'll need all three administrator roles to become an ,AC Administrator

Generate Mew Passward || | Expart |

Enter & search parameter and choose Go.

Diata Source:




2 — Check Background Job Daemon
SARd

> Call the URL http://<server>:<port>/sap/CCBgStatus.jsp - it should come up with
status ,running”

Background Daemon

Background Daemon deatils
|

Daermon Tteration Tnterval (min) 11
Lﬂxctive tRunnmg I

Update Daemon details }
Daemon Iteration Interval (min) I1
Star Stop I Ipdate I

A ctrve

Background Daemon execution deatils

itBacound Ilam Thread Trutated at Thu Apr 03 152258 CEST 2008 and Active Status 1s:true




3 - Check Analysis Engine Daemon Manager (1/2)

SADA

> Call the URL http://<server>:<port>/sap/CCADStatus.jsp - it should come up with

status ,running”

> By default you should see 3 bg job threads and 5 web services threads per server
node. This means you would see per server node one table as shown below

> It is possible that the daemon on serverO0 manages threads on server1 and vice
versa. Unless there is activity, there should all show up as idle.

Analysis Engine Daemon Manager

Barlurt ound Joh Workers

Neb Services Workers

1] ' mLE | 0304081716 Diusrsapt IDINDTC 00 Zeelcluster\server U,
1 IDLE 020408 1716 | Dierteap\ IDLLTCO0Y 2 e\ clustert server (0,
2 IDLE 0204 08 17:16 | Dinerteap\ TDROTCO0Y 2 ee\clustertserver (.

3 IDLE 020408 1716 Dinerteap DO CO0Y Zee\clustertserver(0,
4 IDLE 0204 08 1716 Disrtsap TDROTCO0Y Zee\clustertserverh,
7 IDLE 03.04 08 17:16 Dinsrtsap\ DRI C00Y 2 ee\clusterserver(,
& IDLE | 02.04.08 1716 Dinerteapt\ DO CO0Y et clustertserver (0,
7 IDLE | 0204 08 1716 Dinartzap TDROTCO0Y 2e et clustertserver (.




3 - Check Analysis Engine Daemon Manager (2/2)
- Troubleshooting: Analysis E. Daemon Manager w

> If the Analysis Daemon Manager Wegpage is empty as shown below you need to
insert the following data records directly into the J2EE database:

INSERT INTO virsa_cc_config
VALUES (105, 0, 'http', 'J2EE Engine Protocol')

INSERT INTO virsa_cc_config
VALUES (106, 0, '50000', 'J2EE Engine Port')

INSERT INTO virsa_cc_config

VALUES (107, 0, 'http://localhost:50000/webdynpro/dispatcher/sap.com/grc~ccappcomp/BgJobStart!,
'‘BgJobStart URL")

Note: If the port is other than 50000 then please supply the correct port number. For
example “50400”.Note: Localhost can be changed to the server name or IP address.

Analysis Daemon Manager - Microsoft Internet Explorer

File  Edit  Wew Favorites Tools  Help
Q@bak ~ &3 - = 2 | ) Search o7 Favorites 42 | - B
Address i@ http: {fivsdfymz450, wdf .sap, corp:S0000)sap/ CCADSEatus. sp

Analysis Engine Daemon Manager




4 - Create JCO Connectors (1/5)
- Connecting to Target Systems SAR4

> In order for target systems to connect to RAR, each Real Time Agent (RTA) must:
Have an entry in the operating system services file of the NetWeaver server
» Server must be restarted before new client entries are registered
Be defined as a Technical Landscape in the System Landscape Directory (SLD)
Each SAP target backend system must have a logon group defined

Have a RFC user (type communication) defined. For the required roles, please check the Security
Guide:

» This account information is used for configuring the Java connections

For each SAP target backend system a JCO connection must be defined in the Access Control
Web AS following the procedure in section 6.1.1 and 6.1.2 in the Installtion Guide.



4 - Create JCO Connectors (2/5)
- Check Java Connectors

> In the WebDynpro Content Administrator click on

‘ w SAP NetWeaver™

| Creste JCo Destination | Maintain JCo Destinations || Start assigned SLD E Check SLD Connection ¢

El Welcome

| Refrezh || Enable all |

» Deployed Content

F =ap.com
k virza
F Zystem Defined Content




> Refer to the Installation Guide to ensure that proper JCo Destinations have been
created for each SAP target system and the associated SAP client. Click Preview to
view JCo details, for example, SAP client, SAP system, and SAP Message Server.

ar [][create]

TEST_BRUCE_METADATA Previewy i Femone
TEST_BRUCE_MODEL Previewy Femone
VIRSAHR_01_METADATA Previgw Remove

VIRSAHR_01_MCDEL Previgw Riemove

VIRSAHR_02_METADATA Previesy i Femove

Al 1 T




> Test each Java Connector by clicking /est.

v | [Create ]

TEST_BRUCE_METADATA Presiey i Remave
TEST_BRUCE_MODEL Presieyy i Remove
YIRSAHR_O1_METADATA Presyiewn i Remowe

YIRSAHR_01_MODEL Prewiew i Remove

WIRSAHR_02_METADATA Presieyy ; Remove

> If the test is successful, the following message displays at the bottom left corner
of the screen:

1] JCo destination “IRSAHR_01_METADATA' was sucessfully tested with user WEBLSER!




4 - Create JCO Connectors (5/5)
- Check JCo Pool Configuration

> Make sure correct JCo Pool Parameters are set for all JCos (SAP Note 1121978)

m SAP NetWea_ve r’

| Create JCo Destination || Maintain JCo Destinations | | Start assigned SLD || Check SLD Connection |

[{ JCo Destination Details

' crowse B0 Define Souree |21 [=| [crestz ]
Refresh | Enable al Mame %

Status
| VRSARS_03_METADATA @ Create
S || VRSAR3_03_MODEL | & | crete [
(]
@

¥ System Defined Content WIRSAKERI_01_METADATA [ Brevienn:

Remove

m
=2
=
7
0
4.
=
]

WIRSAKERI_01_MODEL
WIRSAKERI_02_METADATA

Prewienn: Remove

m
=%
=
—
o
4.
=
=

Creste

[=][=]«] Row[11]at 44 [+ ] =] x]

Edit the JCo Destination "VIRSAXSR3_01_METADATA'

MR 7 |
—

General Data Message Server Security Summary

Define the name and the maximal pool size of the JCO connection.
Optionally you can creste the new JCo destinstion as a copy of & existing one.
Please make sure that the new JCo destination name is not an extension of an existing one (like "Test" and "Test1")

Destination Hame JCo Pool Configuration

Maximal Pool Size :
Client: daximum Connections:

Connection Timeout (mzec.): 10000
Mazimum Waiting Time (msec.): SDDDD

[4 Previous | [Mext ¥ [ Finizh | [Cancel |




5 — Create & Check System Connectors (1/2)

> For Java Connector a System Connector must be defined in RAR -
Configuration - Connectors

.........
w SAP GRC Access Control e
Risk Analysis and Remediation Welcome Rambo, Frank Help About  Logoff ’
il o Change Connector ()
Default Values
= Performance Tuning System: AR1
= Additional Options
- - System Name: |AR1 |
» Workflow System Type: §A_P ]?J
» Miscellaneous _ e |
b MC Usar Maon Connection Type: {AdaptiveRFC ~ |w
» MIC Risk Mappings JCO Destinatior: |gre-rig-03_ar1_o01 [~
« Connectors
ik SAP Gateway: [sapgwn ]
Repot ane | )
» Logical Systoms Outbound Connection: O
» Cross Systems
s D Edrachion Unicode System:
= Master User Source [_E
» User Mapping
» Customn User Group
» Upload Objects
» Rule Upload
» Backend Sync
» Background Job
= Org, User Mapping
= Custom Tabs
« SAP Adapter
» Ltiities



5 — Create & Check System Connectors (2/2)

> Check, if the connector really works

> As a simple test search for Backend users in
http://<server>:<port>/webdynpro/dispatcher/sap.com/grc~ccappcomp/CCDebugger

> This test works also for the portal connector!

““““ S Welcome Rambo, Frank
i
e aRer | ok D; [=* ro: | | et Actions | Get Permissions|] Search Obi | Get Obj Roles | Get Users For Obj | Get Users For Mar |
From: | [ETo: | [F[ Get Changed Users/Roles/Frofies |
Log File: |ccappcomp.ﬂ.lng |v| Wiewy Server Log | Clear Text Area | Clear Al Memoty Cache | Wipta T Dir | Memary Uzage |
[+]
SGL o FileDir: [= ][] Limit to 1000 Rovwes| Execute Guery | Clear Qutput Table |

Result from searchlUser
Sapt

SAPCPIC

SHIUMAR

ShITH.

SOLMARNSK 000
SOLTRAERNT 000

Elap=ed time: 23ms




6 — Create Logical Systems and Assign System
Connectors SAD4

> Create now for each type of backend (like ERP, BW, APO etc) a logical system.
> Assign all system connectors sharing the same rule set

> This allows for sharing the same rule set across various systems (DEV, QA or
ERP1, ERP2)

> Also refer to slides 27 & 28 (activity no. 13 &14)

SAP GRC Access Control
Risk Analysis and Remediation Help  About  Logoft

Welcome Admin Access Controls

Ll
g
t 3
™
L]
m
L]
L]
-

{
)

¥ )

Infarmer f Rule Architect [ Mitigation f Alett Monitor Configuration Debugger

@\

7 [ et Change Logical System
= Default Yalues

= Performance Tuning
= Additional Options

= hitigating Controls Diescription: [ERP Backend

= yarkflow

= Miscellaneous System *

b MIC Uzer Mappings ECCE.0-DCEDCR) =

b MIC Rizk Mappings

b Connectors

Logical System: ERP

| ogical Systems
= Create

= Generate Rule
b Cross Systems Rooa of 1

b Data Extraction =

= Master Uzer Source

b Uzer Mapping

b Custom User Group



7 — Upload Error Messages

> With the installation files you will find the file CC5.3_ MESSAGES.txt

> Upload this file into RAR as shown in the screenshot

3 Risk Analysis and Remediation - Microsoft Internet Explorer

File Edit Wiew Faworites Tools Help
QBack ~ &3 - (%] 2] ,| ) search o7 Favorites &)

Address i@ http: ffiwdfwemz450,wdf . sap, corp: 50000webdynpro/dispatcher fsap, comjgr crccappoomp, ComplianceCalibrator

POWERED BY
w SAP GRC Access Control s
Risk Analyals and Remediation Welcome Admin Access Controls Help  Ahout  Logoff ﬁ
Informer * Rule Architert ( bitigation  Alert Monitor ST EREES
EAREHIRE S Import Configuration
= Default Walues
= Performance Tuning LocalFile:  iCIS1033276UAYAWIRCCICCS 3 MESSAGES bt || Browse. ¢

= Additional Options
= Mitigating Cortrols
= Winrk oy
= Mizcellansous

Import Configuration

¥ MIC Liser Mappings
b MIC Risk Mappings
b Connectors

b Logical Systems

¥ Crozs Systems

» Dt Extraction

= Master User Source
¥ U=zer Mapping

¥ Custom User Group
¥ Upload Ohjects

b Rule Upload

b Backend Sync

¥ Background Jok

= 0rg. User Mapping

= Cuztom Tahs

= SAP Addapter

= Data Comversion CC5.1 -= CC5.3
= Ltilties

= Expart

= Purge Action Usage




8 — Set /| Check Default & Performance
Parameters SAR

> Set Default Values according to your requirements

> Set Performance values according to Note 1121978 - Recommended settings to
improve performance risk analysis

FOWERED BY
SAP NetWeaaver
SAP GRC Access Control T
Risk Analysis and Remediation L]
'_‘;I' I Welcome Admin Access Controls Help  About  Logoff
Informer | Rule Architect | htigation -~ Alert Monitar Configuration Debuger |—||—||E|
¥ Risk Analysis Risk Analysis - Performance Tuning
= Default Values
» Performance Tuning Batch Size for User Synchronization 1000
= Additional Options This option iz for limiting the number of users per batch; the default walue is 1000 users
= Mitigating Controls
= Workflow Humber of Web Service Worker Threads
= Miscellaneous Thizs parameter specifies the number of server threads for Weh service calls; the default value is 5; to turn off, setto 0
¥ MIC Uzer Mappings
b MIC Risk Mappings Humber of Background Job Worker Threads
b Connectars o . i .
. This iz to specify the number of server threads for background jobs; default value is 3; to turn off, setto 0
* Logical Systems
= Create _ : ;
s " RFC Timeout for Web Services [ Background Job Worker Threads (Minutes) 1444
= Searc
This zets the titmeowt period when a connection is left idle; default value is 30 minutes
= Generate Rule



9 — Set / Check Miscellaneous Values (1/2)

> The following new reports can have long runtimes:
User Authorization Count
Role Authorization Count
List Expired and Expiring Roles for Users

> For that reason These jobs run on ABAP side and produce a spool file. An icon is
displayed on the front-end for the jobs that complete. (If you run jobs on all systems
and it finishes on one system before another the icon will display for the finished
system first)

> The report directory on the SAP Enterprise Resource Planning (ERP) application
servers. This is the temporary storage location for spool files generated by these
background jobs.

> The same directory name is used for all SAP backend systems.

> The location, user name, and password for FTP of security reports generated by
backend SAP ERP systems.



9 - Set /| Check Miscellaneous Values (2/2)
SARd

o BY
w SAP GRC Access Control “‘"—-.v—?““‘",
Risk Analysis and Remediation Welcome Harleen Kaur Help About Logout
Anformer . | 1 o '-'.' - Debug _|| F:
¥ Risk Analysis Miscellaneous
= Default Values - ' IE'
- Performance Tuning 1his parameler specifies whefher vioiations are reported in the management report at Risk or Pemission level The

- Additional Gpi'mns default value is Permission.
= Miligating Controls

= Warkflow Default Logger Param [SAP Logger |+
This paramedter specifies the default value of Logger being used The default value is SAP Logger
» MIC User Mappings
i MH‘__‘-’ R"'—?*_'*'{ammﬂs R32 Application Server Location |DIR HOME |
b Connectors e
¥ Logical Systems R3 Application Server Location should be provided here.
¥ Cross Systems
» Data Extraction FTP Site Location [10.65.19.132/ftp_||[]
: M@Er UEE' L FTE Site Location should be provided here
¥ User Mapping
¥ Cuslom User Group 2
» Upload Objects FTF Site Usermame |I‘tp_gr1: |
' Rule Upload FTP Site username should be provided here
b Backend Sync
¥ Background Job FTP Site Password [aeesee |
= Org. User Mappi
" ﬂlrgtmn _FaiEPP!"Ei FTF Site Passweord should be provided here =
= 5AF Adapler 1 T o
= Utilities | I—
= Export Cancel
= Import

= Purge Action Usage




10 - Check User Master Source

» Check if a user master source is defined in RAR.

-
£
2
L]
-
m
o
=
<

SAP GRC Access Control
Risk Analysis and Remediation

Welcome Rambo, Frank Help  About  Logoff .
Informer [ Rule &rchitect i Mitiggation i Alert Monitar Configuration Debgger [ Analysis Daemaon |_||_||E|

™ Risk Analysis Define Master User Source
= Default Walues

= Performance Tuning

Select System |AR1 |"|
= Additional Options
» Mitigating Contrals

= WWarkflouw

= Mizcellanecus

F MIC Uzer Mappings
F MIC Rizk Mappings
¥ Connectors

b Logical Systems

¥ Crozs Systems

¥ Data Extraction

» Master User S

F Uzer Mapping

¥ Custom User Group



11 - Upload Static Text (1/3)
- Download Static Text from Each Backend

» For each backend: Download Static Text

> Use report /VIRSA/ZCC_DOWNLOAD DESC

[
Frogram Edit Goto  UtilitiesiM)  Systern Help

& 39 e 2 HEB
ABAP: Program Execution

(Eb| | (Eb With variant | |[% Overview of variants || Background

=
Prograrm  Edit Goto  Systern  Help
@ 0B e@a RHlR Snas PR @E

Frogram YIRSA S ZCC_DOWNLOAD_DESC Texts Download for CC.

Selection Parameters

Language to

@® Local File | CiTempistatic_text td [=
(yApplication Server File | |
List of Auth Objects to be Included Far Text Extraction

Auth Ohjects

[v] Auth Tcodes

[v] Auth Fields

Auth Field values
Ory Level Yariahles




11 - Upload Static Text (2/3)
- Static Text File Content SAD4

>

Contents of Static Text File - -
Data is downloaded in the

Transaction descrlptlons (ACT) from TSTCT language designated during
ACT Suo03 Maintain Authorizati - -
ACT su05 EN M:::t::: Inl:er::tzlajslg?ss sign on. To download multiple
ACT Su1 EN Maintain Own User Address languages for upload to CC,
ACT SuU10 EN User Mass Maintenance .
ACT Su12 EN Mass Changes to User Master Records |09 Oﬁ! |09 on in anOther
Field Descriptions (FLD) from DDO3T CMELEYS, el W 1
FLD ACTIVITY  EN Activity: document distribution download text program again.
FLD ACTVT EN Activity _ Repeat for each language.
FLD ACTVT_RT EN IHC: Action Entering Set of Rules
FLD ACT_EBPP EN Key for the Processing Function (Bi

Organizational Level descriptions from USORG / USVAR

ORG
ORG
ORG
ORG

BUKRS
BUNIT
BWKEY
CEERKRS

EN Company code
EN Consolidation unit
EN Valuation area
EN Operating concern

Object descriptions (PRM) from TBOJT

PRM
PRM
PRM
PRM
PRM

Field Values descriptions (VAL)

VAL
VAL
VAL

V_VBKA_VKO
V_VBRK_FKA
V_VBRK_VKO
V_VBSK_GRA
V_VBSK_STO

ACTVT/01
ACTVT/02
ACTVT/03

EN
EN
EN
EN

Sales Activities: Authoriz. For order
Billing: Authorization for Billing
Billing: Authorization for Sales
Deliveries: Authorization for Delivery
Billing: Authorization for cancellation

EN Create or generate

EN Change
EN Display



11 - Upload Static Text (3/3)
- Upload Static Text File into RAR

> For each backend system: Upload static text to RAR.

SAP GRC Access Control
Risk Analysis and Remediation

hfnrmerl RLIeArdiedl

lﬂigaﬁnnl Alert Monitor Configuration

+ Rizk Analysiz
= Default Values
= Performance Tuning
= Additional Options
= Mitigating Controls
= Workflow
= Mizcellansous
» WIC Uszer Mappings
P MIC Rizk Mappings
» Connectors
P Logical Systems
F Crozs Systems
¢ Data Extraction
= Master User Source
» Uzer Mapping
» Custom User Groups
+ Upload Objects
= Permizsions
» Rule Upload
» Backend Sync
» Background Job
= (Organizational Uzer Mapping
= Custom Tabs
= SAP Adapter
» Utilities

Text Objects Upload

Welcome Frank Bannert

Help  About Logoff Q

System: * [&R1 ECCs

Local File: [

|[ Browse... |

Server File: |

[ Foreground || Background || Cancel |




12 - Upload SU24 Authorization Data (1/3)
- Download SU24 Data from each Backend

» Download SU24 data from SAP
> Use report /VIRSA/ZCC_DOWNLOAD SAPOBJ

=4

Frogram Edit Goto  LUtilities(My Systern Help
Y 10 @@@ | L
ABAP: Program Execution

{Bv Wiith variant I@ Orverviews of variants I Background -

Program |/VIRSA/ZCC_DOWNLOAD_SAPOEJ | [&5)

=2

Frograrn  Edit Goto  Systerm  Help

Y 1HIe@@ BHE OD00 AR @F
Download USOBT_C Data Download

Selection Parameters
@ Local Fils (PC) |CiTemmsuz4 bt [=)
O Application semver file |




12 - Upload SU24 Authorization Data (2/3)

>

- SU24 Data Example

Contents of Authorization Objects Text File

Check / Maintain objects, fields, and default values from USOBT _C

ME21N
ME21N
ME21N
ME21N
ME21N
ME21N
ME21N
ME21N
ME21N
ME21N
ME21N
ME21N

M_BEST_BSA ACTVT
M_BEST_BSA ACTVT
M_BEST_BSA ACTVT
M_BEST_BSA ACTVT
M_BEST_BSA ACTVT
M_BEST_EKG BSART
M_BEST_EKG ACTVT
M_BEST_EKG ACTVT
M_BEST_EKG ACTVT
M_BEST_EKG ACTVT
M_BEST_EKG ACTVT
M_BEST_EKG EKGRP

09
08
03
02
01

01
02
03
08
09
$EKGRP

MLV6
MLV6
MMoO1
MMoO1
MMoO1
MMoO1
MMoO1
MMoO1
MMoO1
MMoO1
MMoO1
MMoO1
MMoO1
MMoO1
MMoO1
MMoO1

V_KONH_VKS
V_KONH_VKS
C_AENR_BGR
C_AENR_BGR
C_AENR_ERW
C_AENR_ERW
C_AENR_ERW
C_AENR_ERW
C_AENR_ERW
C_AENR_RV1

C_DRAD_OBJ
C_DRAD_OBJ
C_DRAD_OBJ
C_DRAD_OBJ
C_DRAD_OBJ
C_DRAD_OBJ

ACTVT
KSCHL
ACTVT
BEGRU
ACTVT
AEFUN
AENST
BEGRU
RLKEY
ACTVT
ACTVT
ACTVT
ACTVT
DOKAR
DOKOB
STATUS

01

22

22

01
01
02
06




12 - Upload SU24 Authorization Data (3/3)
- Upload SU24 Data for each Backend

> Upload SU24 data file into RAR for each backend system

POWERED BY
SAP GRC Access Control A L
Risk Analysis and Remediation . Help About Logoff Q
Informer ; Rule Architect | Mitigation  Alert Monitor DU K=
Y IEIAIRIES Auth Objects Upload
= Default WValues
= Additional Options
= Witigating Controls Local File: | || Browse. . |
= Workflow
Server File: [ |

= Mizcellaneous

b MIC User Mappings
F MIC Rizk Mappings

¥ Connectors

b Logical Systems

F Cross Systems

¥ Data Extraction

= Master User Source

[ Foreground || Background || Cancel |

¥ User Mapping
¥ Custom User Groups
+ Upload Objects
= Text Objects
¥ Rule Upload
¥ Backsnd Sync
¥ Background Job
= Organizational User Mapping
= Custom Tabs
= SAP Adapter
» Utilities



13 - Upload SAP GRC Rule Files (1/2)

> The files are delivered with the software.
> Start with and file ALL Business_Processes.txt

> Continue with and files ALL_Functions.txt and ALL Functions BP.txt

SAP GRC Access Control -:-"-'—‘%
Risk Analysis and Remediation Help About Logoff ﬁ

Welcome Rambo, Frank

4

Infarmer I Rule Architect I Miitigation I Alert Monitar Configuration Debugger [ Analyzis Daemon
~ (RS RMERES Business Process

= Default Valuss

"~ PEFIETTERES TS File Location: ;‘NIRCC\.CC_ruIes\.&LL_Business_Processes.t>ct|| Browse...

= Additional Options
= Mitigating Controls Uplozd

= Wyarkflow

= Mizcellaneous

b WIC User WMappings
b WIC Risk Mappings
F Connectors

b Logical Systems

F Cross Systems

b Data Extraction

= Master User Source
b User Mapping

b Custom User Group
= Upload Ohjects

= Text Ohjects

= Auth Ohjects
+ Rule Upload

= Function

= Function Authorization
= Rule Set

= Risk

» Eenerate Rule




13 - Upload SAP GRC Rule Files (2/2)

> We recommend use of

SADA

> If you use logical systems, upload selecting your in
the system dropdown list
> Upload the files XX function action.txt and XX_function _permission.txt
SAP GRC Access Control ’—"‘-’.:.%
RlSK AI"IBWSIS and Remedlatlon Welcome Rambo, Frank Help  Ahout  Logoff ~
Infarmer i Rule Architect [ Miticgation i Alert Maonitar Configuration Debugger [ Analysis Daeman
w Rizk Analysis FLII'ICtiOI'I
= Default Yalues
- Perfomance Tuning gy Eg - <€ Select Logical System
= Additionsl Options
= hiitigating Controls Function Action: |31.J.D-.V.ﬂ.wIRCCxCC_ruIesRS_functiu:un_amiu:un.txt|| Browse... |

= Wiarkflowe
= Miscellansous
F WIC U=er Mappings Upload

F MIC Rizk Mappings

b CAannoetoes

Function Permizsion: }z‘;ﬂ.1\-"IHCCW.CC_ruIes*RS_functiu:unJuermissiu:un.txt|| Browse... E

> Continue with and upload file ALL Ruleset.txt

» Continue with

and upload files R3 risks.txt, R3 _risks _desc.txt and R3_Risk Ruleset.txt



14 - Generate Rule Set with Logical Systems

> If you use logical systems use

Do not use Configuration - Rule Upload - Generate Rule. The
latter is only used, if you upload Function Authorization directly against system
connectors

> When Rule Generation is completed, the screen below is displayed

SAP GRC Access Control
Risk Analysis and Remediation Help About  Logoft

Welcome Rambo, Frank

Infarmer | Rule Architect | Mitigation | Alert Manitar

Debugger | Analysis Dasman

~ [tk el Generate Rules
= Defaul Yalues
= Performance Tuning
Risk Description Conflicting Function Level Status E
= Additional Options e :
+ Mitigating Cantrols BO01: Basis Development & System Administration BS02 - Basis Developmert & Medium Enable

= Wk flow: BS11 - System Administration
= Mizcellaneous

BO0Z: Basis Development & Confiquration BS02 - Basis Developmert & High  Enable
F MIC Lser Mappings
» MIC Risk Mappings BE06 - Configuration
¥ Connectors BO03: Basis Developmert & Cliert Acdministration BS02 - Basis Development & Medium Enable
- Logical Systems
B305 - Client Administration
= Creste
« Search BO04: Baszis Development & Transport Sdministration BS02 - Basis Developmert & High Enable

B312 - Transport Administration

b Cross Systems

BO0S: Baziz Liiities & System Administration ilit hedium Enable
} Dita Extraction B304 - Baziz Utilties &
= Master Uzer Source BS11 - System Administration
> User Mepping BODE: Basis Utiies & Configuration G504 - Basis Uities & High  Enable

b Custom User Group

~ Upload Ohjects B30 - Configuration

= Text Objects BOOT: Basis Uities & Cliert Administration BS04 - Basis Ltiities & Medium Enable
0 (REEES BIS0S - Cliert Administration
* Rule Uploadd . » .
+ Business Process BO0S: Basis Wilties & Transport Administration BS04 - Basis Ltiities & High Enzble
= Function BS12 - Tranzport Administration
+ Function Authorization B00S: Basis Table Mairtenance & System Administration BS03 - Basis Table Maintenance & High Enakbile
= Rule Set E|
= Rigk
= Generate Rule Background

[ RS S



15 - Run Background Jobs: User/Role Sync,
Batch Risk Analysis and Management Report

> Schedule 2 subsequent Background Jobs for the following (refer for details to
SAP Note 1034117 and SAP GRC Access Control: Background Jobs for RAR):

Perform user/role/profile full synchronization
Perform user/role/profile full analysis & management reports

Background Job No.1

SAP GRC Access Control
Risk Analysis and Remediation

Informer i Rule Architect i Mitigstion i Alert Monitor

Welcome Rambo, Frank

Debugger i Analysis Daemon

= G SEhEss UseriRoleiProfile Synchronization and Batch Risk Analysis
= Defautt Yalues

+ Performance Tuning User/Role/Profile Synchronization

= Additional Options

= Mitigating Controls Syne Mode: Full Syne

= Workflony User Synchronization Systems: |:| 3
» Mizcellansous

b MIC User Mappings Role Synchronization Systems: [ =

b MIC Risk happings

Profile Synchronization .
} Connectors: Systems:

 Logical Systems
Batch Hisk Analysis

= Create
= Search
= Generate Rule Batch Mode: lncrementsl [~
¥ Cross Systems Rule Set: (=]
¥ Data Extraction
o sy Wser Savies Report Type. [ #ction Level Analysis Permission Lev
¥ Uzet Mapping [] user Analysis
¥ Custom User Group Systems:
= Upload Ohjects User: to
= Text Ohjects User Group: o
= Auth Objects [ Role Analysis
= Rule Upload Systems: =
= Business Process Role: to
= Function [ Profile Analysis
= Function Autharization Systems:
= Rule Set Profile; o
= Risk [[] critical Action and Role/Profile Analysis

= Zenerate Rule
¥ Backend Sync Management Report
~ Background Job

= Search
[] mManagement Reports

= Alert Generation

» Org. User Mapping Schedule

= Custom Tahs

Background Job No.2

SAP GRC Access Control
Risk Analysis and Remediation Welcome Rambao, Frank

Imfarmer i Rule Architect i Mitticiation i Alert Montaor

Debugoer i Aratysis Dasmon

= (i Ao UseriRole/Profile Synchronization and Batch Risk Analysis
= Default Yalues

« Performance Tuning User/Role/Profile Synchronization

= Additional Cptions

= Mitigating Coritrols Syne hode:

o Wil [ user Synchronization Systems 4]
= Miscelanzous

» MIC Liser Mappings [ Role synchronization Systems L

D OIS (RES RS [ Profile Synchronization  5ycqems &
¥ Connectars

= Logical Systems
Batch Risk Analysis

= Creste
= Search
= Generate Rule Batch Mode: Fursyre ——— [+]
¥ Cross Systems Rule Set [elopal —— |Tl=
¥ Data Extraction
o ey ey S Report Type: [[] &ction Level Analysis Permizzion Leve
¥ User Mapping User Analysis
¥ Custom User Group Systems: *
= Llglnad Objects Uszr: * to
+ Text Obiecls User Group 1o
= Auth Objects Role Analysis
~ Rule Upload Systems: :l
- Business Process Role: [ tor
= Function Profile Analysis
= Function Authorization Systems: l:l =
* Rule Set Protite: [N = w [
= Risk Critical Action and Role/Profile Analysis

= Generate Rule
¥ Backend St
ackend sync Management Report
~ Backaround Job

= Search
Management Reports

= Alert Generstion

= Org. Lzer Mapping Schedule

= Custom Tahs




15 - Check Status of Background Jobs

> RAR - Configuration

SAP

Infarmer f Rule Architect I Iditigation I Alert Monitor

SAP GRC Access Control
Risk Analysis and Remediation

* Rizk Analysiz
= Default Yalues

= Performance Tuning

Welcome Rambo, Frank

Cehugger I Analysis Dasmon

- Background Job - Search

Help  About  Logoff

Search Background Jobs

=)
L]

Jok ID: | |
= Additional Options:
= Mitigating Cortrols Mame: [ |
= Wiorkflowy
i Task: [an [~]
= Mizcellaneous
b MIC Uzer Mappings Job Type: |AII |'|
b MIC Risk Mappings
¥ Connectors Last Run Date: |
* Logical Systems
Scheduled By: | |

= Cresate
= Zearch
= Generate Rule

Search | | Reset

SAP GR." Access Control
Risk Analysis and Remediation
Informer | Rule Architect | Miigation vt Montor SERTRTEERE  Debugger

w Rizgk Analysis

= Default Yalues

Welcome Admin Access Controls

SADA

NOTE: If you use
MaxDB update
optimizer statistics
as per note
927882 to be able
to perform
background jobs

-,
Help  About  Logoff ‘

Search Background Jobs Result

Job Scheduler Status: Running
= Performance Tuning
= Additional Options Job Il Task Mame
= Mitigating Controls 4 Rizk Analysis - Batch  mamnt report
= Workilow | | |
» Miscelaneous 3 Risk Analysis - Batch | full analysis userirole for

b MIC User Mappings ]| |
¥ MIC Rizk Mappings 2 Rizk Analysis - Batch

b Connectors

b Logical Systems

1 Rule Generation

k Crozs Systems
b Data Extraction

P P TR PR

St

AR1

first full =ynch userirole

generate ruleset for log.
BYE

daby Type

Immediste

Immediste

Immediste

Imimediste

Lazt Run-

2008-04-24
09:29: 26

2008-04-24
01:24:12

2005-04-23
1&§:22:50

2005-04-23
181357

et Start

2005-04-24
09:26:24

2005-04-23
183441
2005-04-23
16:22:22

2005-04-23
17:59:29

User

ac_admin
ac_admin
ac_admin

ac_admin

State Resuftt - Status
Complete &

. Complete . ﬁ

. Complete . . &

- Complete - . 3



15 - Result: Management Report with Pie and
Bar Charts

> If the charts appear broken with no data, check your IGS settings!

Total Mumber of Yiolstions 545 459

Rizk Violations by Process

Basis 176,225 2%
Finance 0977 15%
HR: and Payroll 32,094 B%
176522
Materials Management 40,781 7% 3516

Procure to Pay 135,166 5%, a7 ii Fa31
Crcler to Cash 789.:3 15% = pove

SAF NetWeaver
SAP GRC Access Control ~e
Risk Analysi d R diati
1S ha YSIS an emedaiaton Welcome Admin Access Controls Help  About  Logoff ‘
Rule Architect [ Miticgation [ Alert Monitor f Configuration [ Dekbugger |—||—||E|
~ hManagemert Yiew Management View - Risk Violations Summary as of 24-Apr-2008
= Rizk Yiolstions Risk Violations
= Uzerz Analysiz
« Role Analysis Morth/vear [04/2008 [=]
= Comparisons System |AII |'|
= Alerts
« Caontrals Library User Group [ [=] B Medium
F Risk Analysis o — W High
“iolation Court by Permission - e
b Sudit Reports l =] M Critical
F Security Repaorts
b Background Job Mumber of Users Analyzed 34



16 - Upload Initial System Data into CUP (opt.)
- SAP Note 1157209 SAP

> Required only if you want to use the workflow approval process for Risk,
Mitigation and Mitigation assignment. Download from SAP Note 1157209 the file
AE_init_ append_data CC.xml and Upload it with Append option into CUP >
Configuration - Initial System Data

w SAP GRC Access Control i
Compliant User ProViSiOning WEICOME Admin Access Cortrols Help | &hout | Logaft ~
My Wiork Informer i

*Initialize DB
» Reguest Configuration

= Request Type Import Data

= Priority File Matme ppend_data_CCWE_int_append_data_CCxml  Browse...

= Application Configuration

= Employee Type Configuration
= Mumbet Ranges (:" Append

0 Insert

= Rizgk Analysis
K 0 Clean and Inzert

= Mitiggation
= Afttibutes
= Service Level M

Paszwar d Self-Setvice

Export Data

User Registrsti
+ Custom Fields I~ Name De=cription
= End User Personalization [T Initial Data Initial Data
S [T Connector Connector
F Winrkflow

™ Roles Roles

F Request
¥ Field Mapring ™ wiorkflow Configuration WUIkﬂUW Configuration
¥ Approvers [~ User Defaults User Defaults
b User Revigw [~ Hr Triggers Hr Trigoers
¥ Change Log
¥ Connectors

Authenticati
= User Data Source
¥ HR: Trioger
F Roles
= Background Jobs Export

b User Defautts
= Attachments
¥ hionitoring
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