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> We belong to the GRC Regional Implementation Group (RIG) located in USA,
Germany and India

> As recognized experts, our mission is to enable others to successfully implement
SAP GRC solutions.

> We ensure:
high-adoption rates,
100% customer satisfaction, and customer references.

> We are committed to continuous improvement of GRC products and services
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RIG |

nstallation Methodology

> We recommend the following installation methodology
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Install SAP Netweaver AS JAVA 7.0 SP12+
Run Pre-Installation Presentation
Deploy Access Control Software (including latest Support Packages)
Run Post-Installation Presentations (also available as Flash Movie)
a. Post-Installation Risk Analysis and Remediation
b. Post-Installation Superuser Privilege Management
Post-Installation Compliant User Provisioning
d. Post-Installation Enterprise Role Management

» Part I: Configuration

> Part Il: Testing SAP GRC Default Process
Start Customizing Access Control 5.3 according to customer requirements

o



Post-Installation Activities
- Enterprise Role Management -

1. Upload UME Roles (= Refer to Post-Installation Slide Deck for RAR)
2. Initial System Data Import into ERM

3. Configuration of Miscellaneous Settings in ERM

4. Configuration for Compliant User Provisioning

5. System Landscape Definition

6. Run Initial Synchronization Background Jobs

7. Definition of Role Attributes

8. Role Methodology & Condition Groups

9. Definition of Approval Criteria

10.Definition of Naming Conventions

11.Definition of Organizational Value Mapping
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2 — Import of Inital System Data
- Upload Initial Data into ERM SADg

Upload the following xml files with Initial System Data:
> RE_Init_clean_and _insert_data.xml - select the Clean and Insert option.
> RE_init_append_data.xml - select the Append option.

> RE_init_methodology data.xml - select the Append option.

w SAP GRC Access Control
Enterprise Role Management

Wiglcome Adimin Access Controls

Rale Management Informer
» Role Attributes Import Data
= Business Process
File Mame 3. 3WAYAWIRRE'RE intt_clean_insert_dataxml  Browse...
= Sub-Process
= Functional &rea  Inzert
= Custom Figldz © Append

= Project/Releaze

& Clean and Insert
= Role Status

= Maming Corvertion Import
= Org. Yalue Mapping Rg
= Condition Groups

» tethocdology

e — This fills data into:

¥ Wiork oy .

» Log History Conflg 9 ROIe StatUS
= Background Jobs )

« Miscellansaus Config. - Methodology
= Transaction Impart

- Mass Role Impart Config. = Configuration Settings

= Role Usage Synchronization
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3 — Configuration for RAR & Miscellaneous (1/5)

Riole Managemert

w Role Attributes
= Business Process
= Sub-Process
= Functional Area
= Custom Fields
= ProjectRelease
» Role Status
= Maming Convention
= Org. Walue Mapping
= Condition Groups
¥ Methodalogy
¥ System Landscape
¥ Wiorkflow
¥ Log Histary

= Background Jobs

= Tranzaction Import

= Mazs Role Impaort

» Role Usage Synchronization
= Initial System Data

= Configurstion Settings

P Administration

» Migration from 4.0

= Upgrade
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Check Next Slide!

@

Allow role generation with violations INU LI

Thiz option enables you to configure whether the role can be generated despite violations. If yvou set this configuration to "Ma”, then yau will not be shile to generste the role unless all
the role violstions are taken care of

Allow Role Generation on Multiple Systems I\(ES LI

This option enables you to configure whether role can be generated on muttiple systems

Use logged on user credentials for role generation INU LI

This option enables you to configure whether the logged-on user credentials should be used during role generstion. If this option is set to "Ma", then the target back-end system user D
and passward iz uzed

Analysis Type IObjec‘t ;I

Thiz option enables you to specify a defautt analysis level. If you set this configuration value to "Ohject”, then the risk analysis by defautt will be performed st the object level; atherawsie,
it will be performed st the "TCode" level

Web Service Info. for CC Risk Analysis

This option allovws you to set Web Service URL for risk analysis

@ Do not use Wk Service; CC deployed on the same server
0 Uze wieb Service

Web Service Info. for CC Transaction Usage

This option alloves you to set Web Service URL for transaction usage.

Wieh Service URL Fittp: M fom24 500500000 saCC,
User Mame ac_admin
Pazzward renunen

Web Service Info. for CC Mitigation Control

Thiz option alloves you to set Web Service URL for Mitigation Control. Make sure that mitigation web service and rizk analysis service exist onthe same server

Web Service URL bittp: ivneddfom 24 500 500004 irsaCCh
Usetr Marme ac_admin
Pazsweard LTIy



3 — Configuration for RAR & Miscellaneous (2/5)

» Configuration - Miscellaneous (Check SAP Note 1175227):
Allow Role Generation with Violations: No (customer selection)
Allow Role Generation with Multiple Systems: Yes
Use Logged-in user credentials for Role Generation: No (- Backend RFC User Logon)
Analysis Type: Object (Risk Analysis on object or only transaction level)
Web Service Info for CC Risk Analysis

» EJB Call: Select Do not use Web Service; Risk Analysis and Remediation
deployed on the same server.

Web Service Info for Risk Analysis and Remediation Transaction Usage
» URL: http://<server>:<port>/VirsaCCActionUsageService/Configl?wsdl&style=document
» User Name: <User ID> (with UME Role VIRSA_ CC_ADMINISTRATOR)
» Password: <password>

Web Service Info for CC Mitigation Control
» URL.: http://<server>:<port>/VirsaCCMitigation5_0Service/Configl?wsdl&style=document
» User Name: <User ID> (with UME Role VIRSA CC_ADMINISTRATOR)
» Password: <password>
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3 — Configuration for RAR & Miscellaneous (3/5)

w Role Attributes
= Business Process
= Sub-Process
= Functionzl Area
= Custom Fields
= Project/Release
= Role Status
= Maming Conyvention
= Org. Yalue Mapping

= Condition Groups

¥ hiethodology

¥ Systemn Landscape
P viarkflowe

¥ Log History

= Background Joks

= Transaction [mpaort

= Mass Role Import

= Role Usage Synchronization
= Inttial System Data

= Configuration Settings

» Administration

¥ hiigration from 4.0

= Upgrade
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Check Next Slide!

®

web Service Info. for CC Functions

Thiz option allovys you to =et Vieb Service URL for Functions

Wieh Service URL it Swecfvm24:30; 300005 r=aCCF
User Mame ac_admin
Pazzword LTI

Web Service Info. for AE Workflow
This option allowes you to set Workflow URL for role approval

wirkflowe URL hittp: ffreclftni2450: S0000/ABNFRE

Allow editing org. level values for derived roles I\(ES j

This option enables you to edit org. level values for derived roles. If the value iz set to "No", you cannct edit org. Level values for derived roles

Allows you to add a function to an authorization I Yes j

This option allowes you to add functions to authaorizations

Add objects to a role IYes LI

Thiz option enables you 1o add okjects to a role directly. If the value iz set to "Yes", then you can add ohjects directly to the role authorization dsta, or else you can add ohjects to a rale
only by adding functions andior transactions

Ticket number after authorization data changes I\(ES j

This option allowes you to specify whether you need to erter a ticket number after making addtions or changes to the authorization data in a role. If the value for this option is set to
"fes" then after you save any additions or changes vou make to the authorization data in a role, you will be prompted for a ticket number . If the value for this option is set o "MNa", then
you will not be prompted for & ticket number



3 — Configuration for RAR & Miscellaneous (4/5)

> Configuration - Miscellaneous:
Web Service Info for CC Functions
» URL.: http://<server>:<port>/VirsaCCFunction5_0Service/Configl?wsdl&style=document
» User Name: <User ID> (with UME Role VIRSA CC_ADMINISTRATOR)
» Password: <password>
Web Service Info for AE Workflow

> URL.:
http://<server>.<port>/AEWFRequestSubmissionService_5 2/Configl?wsdl&style=document

Allow Editing Org. Level values for derived roles: Yes (customer selection)
Allows you to add function to an authorization: Yes

Add objects to a role: Yes

Ticket number after authorization data changes: Yes (customer selection)
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3 — Configuration for RAR & Miscellaneous (5/5)

SADd

> Configuration - Miscellaneous:
Allow Editing Role Authorizations in PFCG: Yes

Upload Directory: <path on AC server for file uploads from ERM> (only temporarily needed when
upgrading from RE5.2. In ERM 5.3 all attachements are saved in the database)

Log Level: Error (customer selection)
Default Language: English (customer selection)
Number of concurrent background jobs: 3
Allows you to attach files to a role definition
» This option allows you to attach files to a role: Yes
» This option allows you to set the file size (in KB): 1000

= Background Jobs Allow Editing Role Authorizations in PFCG Yes j

Miscellaneaus This option enables you to configure whether the role can be opened and edited in PFCG. If you set this configuration to "MNa®, you cannat creste or edit the roles in PFCG.
= Transaction Import

= hazz Role Import Upload Directory tmp

= Role Usage Synchronization This option sllows you to st 8 default folder for all the files uploaded from Enterprize Role Management

= Initial System Data

= Configuration Settings Log Level Error LI
» Administration Thiz option enables you to configure the og lewvel

¥ Migration from 4.0

° L Default Language English j

This option enables you to set the default language.

Humber of concurrent background jobs 3

This option allawes you to limit the number of background jobs that can be run concurrently.

Allows you to attach files to role definition

This option allowes you to attach files to a role Yag j
This option allows youto set the file size (in KB) 1000

Save
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4 — Configuration for CUP (1/8)
- Upload Initial Data into CUP SADg

> To enable workflows for role approval the file AE_init_append_data RE.xml - with
Append option - must uploaded in CUP - Configuration - Initial System Data

romEnED wy
SAP NetWeaver
w SAP GRC Access Control L
Compllant User Prowsmnlng Wielcome Admin Access Cortrols Help | &bt | Logoff
Wy Witk Infarmmer Configuration
b * Initialize DB
b Request Configuration
= Request Type Import Data
= Priarity File: Mame S.3WAYAWIRREWLE_int_sppend_data_RExml Browse...
= Application Configuration
) )  Insert
= Employee Type Configuration
= Mumber Ranges *  Append

= Risk Analysis
= Mitigation

= Aftributes mport

= Service Level

' Clean and Insert

= Pazsword Self-Service

Export Data
= Uszer Registration . r—
- Custam Fislds I hlame Desctiption
= End User Personalization I Initial Data Initial Crata
= =Uohai I~ Connectar Connectar
LT

™ Roles Roles
F Request
b Fisld Mapping I wiorkflow Configuration Workflow Configuration
¥ Approvers I~ User Defautts User Defaults
b User Review [~ Hr Triggers Hr Triggers

b Change Log

¥ Connectors

= Authentication

= User Data Source

¥ HR: Trigger

F Roles

= Background Jobs Export
b User Defaults

= Aftachments %
¥ Monitoring

= Mizcellaneous

= Upgrade
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4 — Configuration for CUP (2/8)
- Check Request Type for ERM

®

> In CUP - Configuration >Request Configuration = Request Type
> Check that Request Type RE_ROLE_APPROVAL exists

> Make sure it has workflow type RE

FPOWERED 8

SAP GRC Access Control oLE
Compliant User Provisioning Helg | &bout | Logoft N

Wiglcome Admin Access Controls

My Wiork Informer

L * +  Request Configuration

¥ Reguest Configuration

Request Type
« Priority RISKU Update Risk Update Risk Access Enforcer
= Application Configurstion [T CHANGE Change Account Changes to an Existing Account Access Enforcer
= Emplayee Type Configurstion [~ | DELETE Delete Account Account Deletions 2 Access Enforcer
= Mumber Ranges |
2 [T INFORMATION Infarmation Infartmation 3 Access Enforcer
= Rigk Analysis | | | |
« Mitigation [ LOCK Lock Accourt Locking Accounts 4 Access Enforcer
« Atributes ™ EwW Mesy Account Mewy Account S Access Enforcer
= Service Level [ UMLOCK Unlock Accourt Unlocking Accourts [ Access Enforcer
LSS el e [T SUPER_USER_ACCEST Superuser Acoess Superuser Access 7 Access Enforcer
= Uzer Registration T
_ [~ MEW ERP ACCOUMT Mesy ERP account Mew ERP account a8 Access Enforcer
= Custom Fields
» End User Personalization [ hEW_SAP SN:';V AcEoURLfor Company Mew Account for Company SAP g Access Enforcer
AV [~ | TEST HR TERMINATICN Test HR: Termination Test HR Termination Aoeess Enforcer
w Worktlow T
i [T ROLE_APPROWAL ERM Role Approval ERM Role Approwal u] RE
= Initistar
= Custom Approver Determinators [~ RE_ROLE_APPROWAL FE Fole Approval Feguest Type for Role Expert Role Content Approval 2 RE
= Stage [T ROLE_REAFFIRM Role Reatfirm Role Reaffirm u] Role Reaffirm
R [ SODIREVIEW 20D Review 200 Review & 20D Review
= DetourFork T T T T
. . [T UAR_REVIEW Uszer Access Review User Access Review 1} Uszer Access Review
= Email Reminder
g e bk Create | Change | Delete

Ao Provisioning
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> Check, if a priority RE_HIGH for workflow type ,RE" exists

> If not, create it accordingly.

SAP

© SAP Lo

m|

SAP GRC Access Control
Compliant User Provisioning

Wiglcome SAdmin Access Controls

™ AE_HIGH AE_HIGH AE_HIGH Access Enforcer
I AE Lo AE_LOW AE_LOW Access Enforcer
i ™ DEFAULT default default Access Enforcer
7 |RE_HIGH RE High- RE High RE
! ™| 200_HIGH 0D High 200 High 0D Review
™ UAR_HGH UAR High UAR High- User Access Review

Priority*

Wiorkflowe Type

Short Description®

Description®

S

IRE High

|RE High

_Creste | | Change | | Delete | | Save | | cancel |

Help | About | Logaoff




» Go to CUP - Configuration - Workflow - Initiator and create an initiator
~ Workflow type: RE
~ Attributes: Request Type = RE Role Approval & Priority = RE_HIGH

Mame* |ROLE APPROY AL

Short Dezcription® |ERM Role Apgroysal |
Description |ERM Role &pproval |
Workflow Type® IRE

Condtion [anD
Aftribute * [-Setect
Yalue* I

Add Attribute

‘

[

AN Priarity RE High

' AN Request Type RE Role Approval

LK E(o

Save || Delete | |Cance||
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4 — Configuration for CUP (5/8)
- Create a CAD for ERM SADg

> Go to CUP - Configuration = Workflow = Custom Approver Determinator
CAD Type: Web Service
Workflow Type: RE
URI: http://<server>:<port>/AEWFCADApproversServiceWS 5 2/Configl?wsdl&style=document
User Name / Password: User with AC Administrator UME-Roles

.........
SAP GRC Access Control e
COH‘Ip|Iant User F’rOVISIonIng Wiglcome Admin Access Controls Helg | Aot | Logoft
My i Infortmer Configuration
e # +  Create Approver Determinator
¥ Request Configurstion
» Request Type Approver Determinator
= Priotity Mame: ERM_ROLE_APPROVER
= Application Configuration ik
Shatt Description®
= Employee Type Configuration N ERM Role Approval
= Mumber Ranges Deszcription: ERM Role Approval
HeREkiGnalss CAD Type* IWeb Service LI
= hittigation
*
- Affributes Horkriosy Trpe |re =

= Service Level

= Password Self-Service RIS

« User Registration LRI ServiceWs_5_2iConfigl Pwedidstyle=document
» Custom Fields Uzer Name ac_admin
= End User Perzonalization
Pasgward ~ sssses
= Support
okl
b Cancel

= [nitiztor

Custom Approver Determinators
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4 — Configuration for CUP (6/8)

- Create a Stage for ERM Role Approval WF SARG

> Create at least one stage for ERM approval workflow

> Go to CUP - Configuration - Workflow = Stage and create a stage

Worklow Type: RE

Approver Determinator: ERM_ROLE_APPROVER (created just before)

FowERED B Y
SAP NetWeaver

w SAP GRC Access Control L
Compllant User PrOVISIOﬂIng Weleome Ldmin Access Controls Help | About | Logaff
hiy Witk Infartmer ) Configuration
e * +  Stage Configuration oo
b Request Configuration
= Request Type Stage Details
= Priarity Maime® ERM_ROLE_APPROY
= Application Configuration Shart Description® ERM Role &pprover
= Employee Type Configuration - o
= humber Ranges esCriftion ERM Role Appraver
= Risk Analysis ok flowe Type®
= hittigration Approver Determinatar®
E it Request Wait Time (Days) o
= Service Level o
= Pazsword Self-Service Retbesth e (b ours) ID LI
= LUser Registration Ezcalation Configuration |N0 Escalation LI
= Custom Fields
» End User Personalization Hotification Configuration =
el Approved [ Requestor ™ Gther &pprovers
w Work flow
Escalated r
S rRequesmr Cther &pprovers %
= Custam Approver Determinators Reguest:Rejected (| Requestar ™ other Approvers
St Request Rejected - Escalation et Approver
= DetourFork 5
: x Subject:
= Email Remincer
= Escape R?u.te. Cortertt : I[St‘ﬁ"e] ;I I[Font] LI I[SiZB] ;]
= Auto Provisioning = e o = =
. B 7 U|E = = =|—|i= |E £ A |0Eve counents) 7|
2 I
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4 — Configuration for CUP (7/8)
- Create a Path for ERM Role Approval WF

> Create a path for ERM approval workflow

> Go to CUP - Configuration - Workflow = Path and create a path

Worklow Type: RE
Number of Stages: 1 (but more possible)

Initiator: ROLE_APPROVAL (created just before)

Active: Checked
Stage 1: ERM_ROLE_APPROVER

w Wiorkflow
= Initistor
= Custom Approver Determinators
= Stage
= Detour/Fork
= Email Reminder
= Escape Route
= Syt Provisioning
= CLA System
= SMTP Server
= Stale Reguests
P Reguest
¥ Field Mapping
b Approvers
P User Review
F Change Log
b Connectors
= Authentication

= User Data Source
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Create Path
Maimne* Short Description® Description

ERM_ROLE_APPROWAL ERM Role Approyval ERM Role Approwal

Path Definition For Path: :
Stage Mo, Stage

I

Approver Determinatar

ERM_ROLE_APPROWER

Creste | Change | Delete | Save| Cancel

Mumber of
Stages®

IRE Yl1

Warkflovy Type*

-

Initistar* Active Detour

IROLE_APPROVAL v[ M -



4 — Configuration for CUP (8/8)
- Configure Exit Web Service

» Go to CUP - Configuration - Miscellaneous

Exit URI: http://<server>:<port>/AEWFExitServiceWS_5 2/Config1?wsdl&style=document
User Name: User with AC Administrator UME-Roles

Password: <password>
Active: Checked

Workflow Types
Mame Description Short Description
AE Access Enforcer Access Enfarcer
MITICTRL This iz @ warkflow type for creatin | Mitigstion Caontrol
MITIOB. Thiz iz & workflowe type for creatin | Mitigation Object
RE Role Expert RE
RISK Thiz is & workflowe type for crestin | Risk
ROLE_RFR Role Reaffirm Rale Reaffirm
SOD_REVIEW | SO0 Review S0D Review
UAR_REVIEW | User Access Review Uzer Access Review
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Exit LRI

hittp: Mwedfvm24:50 wdf zap .corp: Sl
hittg: M fvm2450 wedf sap .corp: Sl
'.ﬁwdfvmzistl.Wdf.sap.corp:SDDDD

Http M fwm2450 wedf sap corp sl

hittg: Mwedfvm24:50 wdf zap .corp: Sl

hittg: M fvm2450 wedf sap .corp: Sl

User Mame

ac_admin
ac_admin
ac:_acmin

ac_aclmin

ac_admin

ac_admin

Paszword

Active

=l

LR R RS | R R



5 — System Landscape Definition (1/4)
- Create Systems with SLD Integration SADg

> Create for each backend system a System in ERM - Configuration - System
Landscape - Systems.

> Make sure you have already created JCo destination in Netweaver stack with
correct naming as explained in Post-Installation Slide Deck — SPM page 17-21.

> Select System Type SAP and check SLD Connector checkbox and click on
magnifying glass to select JCo from SLD.

.........
w SAP GRC Access Control Ul
Enterprise Role Management Welcome Frank Ramba Help | Aot | Log Out N
Role Management Intarmer
w Role dttributes Create System [
= Business P
sssssssssssss | System Type |SAP =
Sub-P)
= Functional Area IFsiDeoiiests =
= Custom Fields | Mame* [o.)
= ProjectRelease | Description
= Role Status I
" Application®
L e 5LD Connector Search
= Org. Walue Mapping | Application Server Host*
= Condition Grougps | System Number* I System
b Methodology
"
w System Landscape I Hlicrt
| User D¢ Search | Cancel | Select |
= Landzcaps | Passwor o - -
¥ Wiorkflow System Cliert Active
: | System Languacge
Bl ouistary ; & AR, [iij] true
— Bechgroundioks | Message Server Name
- Miscellnesus | Messsse Server Group | VIRSEXER3_01_MODEL oot true
= Transaction Import | M S Hoet
essage Sarver Ho
= Mass Role Import g € WIRSAXSRI_01_METADATA, am true

= Role Usage Synchronization | &P version: -Select-
= Initial System Data

S i | Test Ci i
= Configuration Settings == =i = | lEII‘ Page 1 1 lI”E
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5 - System Landscape Definition (2/4)

- Test Connection and Fill-In Dummy Values

SADd

> Maintain manually the following fields: Application Server Host, System Number —
otherwise the profile generator won’t be started correctly — and SAP Version.

> Now, maintain the remaining empty mandatory fields Password, Message Server
name with arbitrary dummy values. They are directly read from SLD.

> Click on “Test Connection” and save.

[ \ Connection successful
Create System

| System Type

| SLD Connector

| Mame*

| Descrigtion

| Application®

| &pplication Server Host*
| System Mumber*

| Cliert*

| User ID*

| Pazzword®

| System Langusge

| Message Server Name*
| Message Server Group
| Message Server Host

| SAP version®

Save Cancel

Change System

|saP
AR

AR

| System Type
=
| SLD Conmectar
| name
| Descrigtion

| Application*

M Application Server Host*

I ' l System Mumber®

om

weehilzer

En

SPACE

gro-tig-03

| Clent*

| User e

| Pazsward

| System Language

| Message Server Mame®
| MMessage Server Group

| Message Server Hast

I | -Select-

_VM SAP Yersion®

Test Connection
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Save Cancel Test Connection

|=2p =l
I

AR

AR

AR

I gro-rig-03 . pal sap.corp I

L |

an1
wrebuser

SPACE

gre-rig-03

I |M3-'SAP ERP 2005 1“




5 - System Landscape Definition (3/4)
- Create System Landscape

> First create a System Landscape for each backend system landscape you want to
create/maintain/generate roles for.

> Then assign systems to it — normally the DEV and PRD backend — here in the
example we only have a DEV called AR1. Then Associate Actions (next slide)

Create Landscape e

| hame ERP

| Description® ERP AP Landscape

| Status* L\\S IEnabIed LI

| Typet [zap ~|

A'ssign Systems to Landscape &
Save Azsign Systems
| Landscape: ERP

| 2R

(&2

H 1 4L

<
E

Sa\‘le | Cance' |I ASSOCI&{E Adlons H_
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5 — System Landscape Definition (4/4)
- Assign Systems to Actions SAR4

> Per backend system landscape you have to assign to two different Actions:

Role Risk Analysis = Assigned to PRD, because risks are defined with respect to the
productive systems. In the example below we had only one system available.

Role Generation - Assigned DEV, because roles still need to undergo their usual
testing, which starts in DEV (unit tests), then continues in QA (integration test) etc.

&

Associate Actions

| Landscape: ERP

Role Risk Analysis
[~ Connectar Type DrefaLt

| =l

EE

Role Generation
[~ Connectar Type Default

| [ |

BE
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6 — Run Initial Synchronization Background

Jobs w

> There are three types of (static) background jobs:

Org Value Sync: Synchronizes the organizational values in Enterprise Role
Management with the SAP ERP backend system - Takes 2 min.

Transaction/Object/Field Sync: Synchronizes the Transaction, Object, and Field values
with the SAP backend system - Takes on slow hardware up to 5 hours!

Activity Sync: Synchronizes Activity field values - Takes 5 min.

> We recommend running these jobs in sequential order. So, wait until a job has
completed before you start the next one.

=TGN Y U S

= Org. Value Mapping Search Results
0 el Eress Recurrence Interval
b Methodology Jok 1D Task Mame Job Mame Job Type Start Date Mext Invoke (Sec) User Status Active
» System Landscape ol Activity Value Sync Initial Activity Yalue Immediste 5122008 8:09:25 PM SI2208 8:10:00 P o ac_admin | Completed a
Sync CEST CEST
» otk fiow \nitial %
) TransactioniCkject Field ) . . . Sf22108 3:46:43 PM SF2208 3:47:00 Pr ]
w Log History 2 Syne ;:’a:jncsactlonIObjecﬂFleld Immecdiste CEST CEST 1] ac_admin | Completed 5
= System Logs 41~ TER
Back | ok @ |1 Crg. Walue Sync Initial Qrg Yalue Sync | Immediste (:55321_108 ERBE AL géims ERZANIAD i ac_admin | Completed a
ackground Jobs
= Mizcellansous |E||I| Page 1 i lz“i‘
D WHEEE e Creste Edit Delete | ActivateDeactivate Jab History Refresh

= Mass Role Import
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7 — Definition of Role Attributes (1/3)
- Business Processes & Sub-Processes SAR4

> Go to ERM - Configuration = Role Attributes - Business Processes and create
business processes you want to use as role attributes

Role Management Infarmer

<2 RS AR Create Business Process &
| Business Process [V FR
= Sub-Process
= Functional &res | Description® Procure to Pay
= Custom Fields | Abbrevistion® PR
= ProjectRelease
= Role Status
Save

= Maming Convention

> Then create Sub-Processes you want to use as role attributes

Role Management Infarmer
% (7l ATES Create Sub-Process <
= Business Process
| Sub-Process I PRO1
= Functional Area | Description® Wendor Master Maintenance
= Custom Fields | Abbreviation® hi
= ProjectiReleasze
= Role Status -
-Save
= Maming Convertion
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> Return to ERM - Configuration - Role Attributes - Business Processes and
click on Process Mapping to map Sub-Processes to Business Processes

%Business process/sub-process association saved successfully

| Business Process [Procure to Pay
o
[~ PR “endor Master Maintenance
[T PRO2 Production Crder Processing

M4 1 4L

| Cregte | | Change | |Delete | | Process Mapping I |Import | |Export |
1 |
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7 — Definition of Role Attributes (3/3)
- Functional Areas, Custom Fields & More w

> Go to ERM - Configuration = Role Attributes - Functional Areas and create
Functional Areas you want to use as role attributes

Fole Management Informer Configuration

w Role Attributes Create Functional Area ©

* Business Process
| Functional Area ID* Fl

* Sub-Process

Functional Area | Descrigtion® Firancial
* Custom Fields | sbbrevistion % Fl
= ProjectReleaze
= Role Status
ave

= hlaminm Carwentinn

> Optionally you can create custom fields to have additional role attributes available

> Also, you can create project or release attributes for you roles

Role Mansgement Infartmer Configurstion

¥ Role Atributes Create Project/Release &
* Business Process
| ProjectRelease ID* GT10
» Sub-Process
= Functional Area | Description® Global Template Wersion 1.0
= Custom Figlds %
ProjectReleaze
: Save

» Role Status
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8 — Role Methodology & Condition Groups

SADd

> There is already a pre-defined Methodology Process available in ERM.

Process

[:§ Process 4 Description Status Detault
[~ | vIRSA DEFAULT PROCESS Detault process provided by Virss i 3

> We recommend using this process for first tests.

> Then you can create one or Multiple Methodology processes according to your
business requirements.

> If you create multiple Methodoly Processes, then you need to create Condition
Groups and assign one or multiple Condition Groups to each Methodology
Process. However, you cannot assign the same Condition Group to multiple
Methodology Processes.

> A Condition Group is a set of role attributes. Once the role attributes are defined
for a new role and match a Condition Group the system will apply the
corresponding Methodology Process for further creation steps of this role.
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9 — Definition of Approval Criteria (1/3)

SADd

> Approval Criteria are stored as Groups and are used to determine role approver
based on the role attributes.

> In the example we determine role approver based on the role attribute Business
Process and map to our BP Procure to Pay (PR) the responsible approvers.

However, you could any combination of role attributes to determine role approvers
from.

Rale Managemernt Informer Configuration

w Role Attributes Create Approval Criteria <
= Business Process

Sub-Process | Group Name* Fole &pprover for Business Process PR
= Functional Area
= Custom Fields
[ Atribute

= ProjectRelease
= Role Status

= Marming Convertion

= Org. Walue Mapping
= Condition Groups
w» Methodology

= Actions
= Step
= Process E‘P G
P Syatem Laniscape Assign Approvers Check Next Slide!

w iorkflowy

Approval Criteria
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> Assign approvers to each business process

¥ Action successful

|
[
iy
| Group Name |ROLE APPROYWER FOR BUSINESS PROCESS F‘R|
I ]
I~ |and Business Process IPrncure to Pay

Assign Approvers I

[T ac_admin | (o,

EE

Save ! _
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9 — Definition of Approval Criteria (3/3)

SADd

> The result is a list of business processes, each one assigned with a approver and
optionally an alternate approver. In our example the list has only one item.

> To these approvers CUP will send approval requests in the role approval step of
the methodology process to.

Raole Management Infarmet Configuration %

 Rale Atributes Approval Criteria Values ©
= Busziness Process v Action successiul
= Sub-Process Group Hame: ROLE APPROVER FOR BUSINESS PROCESS PR

= Functional &res
* Custom Fieids [~ Approval Expression Approver Afternate Approver
= ProjectRelesze
E— ¥ Business Process=PR' Admin Access Cortrols{AC_ADMINY
= Maming Convertion
= Org. Walue Mapping
= Condition Groups
w Methodology

= Actions

= Step

= Process
» System Landscape

w Workflowe

¥ Log Histary
= Background Jobs

Assign Approvers Change Delete

= Miscelaneous
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10 - Definition of Naming Conventions

SADd

> Create naming Conventions for single, composite & derived roles as well as for
pofile in your different system landscapes and determine whether the naming
convention shall be enforced (recommended).

Role Management Informer Configuration

<2 (2D S Change Naming Convention e
" [ElEmeEs (e ¥ Naming convention saved successfully
= Sub-Process
= Functional Area | Hame* REMING COMYENTION ERP SIMNGLE ROLE
= Cusztom Fields | System Landzcape* IERP SAP Landscape ;I
= ProjectRelease .
l | Rale Type ISingIe LI
= Role Status
Maming Convertion I Sntticed IEnabIed LI

= Org. Walue Mapping

- Condition Groups Haming Convention

b Methodology

b System Landscape | Expression:  5555_53_s00s_skumtansassssns | Maximum Mo. of Characters 30

P Wiarkflow | characters Available 1}

b Log Histary

o Bl dfis 'l Position Description o
» Miscellaneous | attribute e | O 1-4 ProjectiRelesse

= Transaction Import O 55 User Defined Text

= Mazz Role Inpart (Mo, of Chearacters) IE - 6-7 Business Process

= Rale Usage Synchronization

« Initial System Data r -8 User Defined Text

= Canfiguration Settings | Text ED O 912 Sub-Process -
» Administration g

¥ Wiigration from 4.0

= Upgrade
Save U
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11 - Definition of Organization Value Mapping

SADd

> Create an example Organizational Value Mapping to have it later available to test the role
derivation feature. However, as of AC 5.3 you can also derive roles without org value
mappings.

> The idea here is that a primary organizational level exists, which other organizational levels
in the same business context depend from.

> Example: A Company may have a business unit for central European region having
company codes 1000 to 2000. The org level Purchasing Org. depends on the values of CC:
Purch. Org. 1000 belongs to the range 1000 — 2000 of CCs. It can be mapped to these values.

Change Org. Value Mapping &
| Mapping Name* BU CENTRAL EURCPE
| Derived Org. Level* ICompan'y' Coce (BUKRS) LI
| ©rg. value From* 1000 [0, ]
| Ory. value To 2000 QD
| Description Countries; GER, F, ML, BEL, LLIX, AU, CH
Mapped Org. Levels
[~ Field From To
I~ |Purchasing Organization (EKORG) = 1000 (0,] (a,] o
E
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