WGovernance, Risk, and Compliance

Quick Reference Guide
Virsa Compliance Calibrator for SAP v5.2

Purpose: Use this Quick Reference Guide to understand and create Organizational Rules and
perform organization level reporting
Why: For Organizational Rules - to remove false positive SoDs based on organizational

level segregation. For Organizational Level Reporting — to run analysis and distribute
results for certain areas of an organization

When: Perform this task after Compliance Calibrator v5.2 has been successfully installed and
base set of rules have been loaded

How often: Once after installation, then as needed

Overview

Organizational rule functionality has been created to eliminate false positives based on organizational
level restrictions. It is important to understand that organizational rules should only be used in those
specific situations where a customer has made a conscious decision to segregate via organizational
levels.

For example, a customer may have a shared service center where they allow a team member to both
process vendor invoices and create AP payments. Normally, this would be a high risk level conflict.
However, the shared services center has specifically segregated their team members so that they cannot
do these two functions for the same organizational levels.

In our examples below, the shared service center has segregated so that the user who can enter vendor
invoices for plants BRO1 or BR0O3 cannot process payments for company code 1000 (since plants BRO1
and BRO3 are part of company code 1000). In this example, a conscious decision was made to deal with
the conflict via segregating org levels so for this risk, organization level rules are applicable.

This functionality should not be used to try to group users into reports by organizational levels in order to
distribute SoD reports to various management levels. Organization level rules should only be used for
exception based reporting in order to remove false positive conflicts that result from organization level
segregation. Because of the sizable performance impact that organization level rules can have, they
should be used minimally for only those situations where the company has made a conscious decision to
segregate via org levels.

Organizational Level reporting is what can be used in order to consolidate reports of conflicts for a
specific organizational unit to assist in distributing reports to the risk owners of each area.

Both Organizational level reporting and Organizational Rules are described in this QRG.
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ORGANIZATIONAL RULES

Business Case

During the remediation phase, the business owner who is responsible for the Procure to Pay business
process has indicated that one of the risks that is coming up for the user Jane Doe is a false positive.
The owner's justification is that this person cannot do these functions in the same organizational level,
therefore, the conflict cannot be exploited.

In this example, the user Jane Doe can enter invoices for plants BRO1 and BR0O3 (which are part of
company code 1000), however, she can only process payments for company 2000. Therefore, she can’t
actually enter a fictitious vendor invoice and then render payment to the same vendor as the organization
levels are preventing her from doing this.
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Therefore, the business owner feels that Jane Doe should be excluded from the report using
Organizational Rules

Page 2 of 25



WGovernance, Risk, and Compliance

Quick Reference Guide
Virsa Compliance Calibrator for SAP v5.2

Step 1: Open Compliance Calibrator
1. Open your web browser.
2. Enter the URL for Compliance Calibrator:
http://<servername>:<port>/webdynpro/dispatcher/virsa/ccappcomp/ComplianceCalibrator
3. Log onto Compliance Calibrator as a user with Administration privileges.

Step 2: Schedule the Organization User Mapping job
1. Click the Configuration tab.
2. Click on Org. User Mapping
3. Complete the following fields:
e System ID
e User
4. Click the Background button.
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5. Schedule the job to execute immediately and then periodically after that. Best practice is the job
should be run at least weekly.

6. This job will bring over the data of what organization levels each user is assigned.
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Step 3: Determine what is being segregated by Org Levels and for which risks
1. Identify which Risk is being mitigated by segregating organizational levels.
2. Inthe example below, it is risk ID PO03 — Process Vendor Invoices and AP Payments
3. Discuss with Business Process Owners what organizational levels should NOT be combined
4.

In the example below, users should not have access to enter vendor invoices for plants BRO1 or
BRO03 and also be able to pay vendors in company code 1000.

Step 4: Enable the organizational level variables in the functions.
1. Click on the Rule Architect tab and expand Functions and then click Search.

2. Enter the first function that is part of the risk that needs an organizational rule and click Search.
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3. Highlight the Function and select Change.
Select the Permissions tab.

e

5. For each Action under this function, expand the action and find the permission that contains the

organizational levels that are being segregated.

6. In this example, permission F_BKPF_BUK for action F-07 restricts which company code the

transaction code can be executed for.

7. Check to make sure there is a valid activity (01 - not 03) and change the status from Disable to

Enable. Do this for both the activity and the org variable.

8. For the organizational field itself, ensure you leave the $ value as is.

9. Save the function.
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10. Repeat this process for the second function that makes up the risk to be segregated by
Organizational levels.

11. In this example, permission M_RECH_WRK for action MIRO restricts which plant the transaction
code can be executed for.
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Step 5: Create the Org Rule

1. Return to the Rule Architect tab, expand the Organization Rules menu and click Create.

2. You can use a naming convention that will tell the user which Organizational Rules ID should be
entered in the risk analysis selection.

3. Enter the Risk ID that is relevant for this org rule and the corresponding organizational levels that
should be reviewed.

4. In this example below, the settings are indicating that only those users that have access to
company code 1000 AND plants BRO1 or BRO3 will actually have a segregation of duties conflict.
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5. Save the Organization Rule
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“Organizational Rules and Organizational Level Reporting”

Step 6: Run Organization Rule Analysis
1. Go to the Informer tab, and expand Risk Analysis
2. Click on Org. Level

3. In Analysis Type, choose Org Rule.
4. Enter the Organization Rules for which you want to analyze.
5. Enter the User ID(s) that you want to analyze.

6. Execute the report.
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7. Note that now Jane Doe does not show up anymore. Only Joe Black does as he has access to
company code 1000 and plants BRO1 or BR0O3 which means his conflict is a true conflict.

a Compliance Calibrator - Microsoft Internet Explorer - |5’| xl
Fle Edt Vew Favorites Tools Help ‘ o
anckav\ﬂ |E| 7;\||/'.77SE-arch iﬁt(Favoﬂtes €‘E| M a-id 3
Address IE_] http://idcivfd:57700/webdynpro/dispatcher/virsa/ccappcomp/ComplanceCalbrator j Go ‘ Links
N
[rErTTINT:
w Welcome Jayne Gibbon e
Log Off About ~
AT, Rule Architect , Mitigation |, Alert Monitor ;| Configuration , Debug , Analysis Daemon , BG Daemon LS
~ Management View  Org Level Analysis at Permission Level - Summary Report @ & 2 D[R
* Risk Violations
@ leEmAEEs User Id; Joe Black (1999998) User Group: ORGLEVEL System: ECC 6.0
* Role Analysis
- Comparisons Conflicting Actions Risk Description Level Business Process Mitigating Contrel Moniter Org Rule Description
- Alerts Post Qutgoing Payments (F-07) and P0O0301601: Create  High  Procure to Pay P003_1000:Payments
= Rules Library Enter Incoming Invoice (MIRO) fictitious in CC 1000/Invoicing in
* Conirols Library vendor plants BRO1 or BRO3
~ Risk Analysis L Elss
and
= User Level
) initiate
Role Level payment
* HR Objecis for it
= Org. Level
= MIC
» Audit Reports
*» Security Reporis

» Background Job

of 1 pages No. of rows per page:- (Total no. of rows: 1)
[ 1

=
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There is the option in configuration to have Org Rules considered when updating the management
reports.

The default is set to no. What this means is that when the management reports are updated, none of the
org rules are used. This will result in 100% of the users being shown as having the conflict, even those
such as Jane Doe that don't really have the conflict based on organizational segregations. If this option
is set to “YES”, all possible variations or org value combinations MUST be created.
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For example, say in addition to company code 1000 with plants BRO1 or BR02, a conflict would also exist
if a person had company code 3000 with plants CAP1 or CAP2. In the example below, new user Billy
White has the conflict, but with company code 3000 and plant CAP1.
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Just like in the previous example, if risk analysis at the Org Rule is run for these users, using the org rule
created for Company Code 1000 with plants BR0O1 or BR03, only Joe Black will show up.
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When config option Consider Org Rules is set to yes, then all risks for which at least 1 org rule has been
created will be filtered through the org rules. In this case, since there is only an org rule for company
code 1000, only Joe Black will show as having this conflict, even though in actuality, Billy White should
have it as well. This is seen in the user analysis below. Basically, it only shows the user with the violation
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7

Below is the same report when this configuration option is set to “no” so that org rules are not included.
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Only if a new org rule is created for company code 3000, plants CAP1 or CAP2 is created, will Billy White
show on the management reports.

Therefore, if this configuration option is set, it's imperative that the company create all necessary org level

rules, otherwise the reporting will contain false negatives (not all users who actually have the conflicts will
be shown).

In CC 5.2, there is the option to create a mitigating control at the Org Rule level, versus at the risk level.
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- Create | 9998 JoeBlack P0O03_100 ORGRULE1 POO30T601 Q7/2007 62008 PAREDESR %
~ Bearch
* Miigation Monitors
- ed Users
+ Mitigated Roes
« Miligated Profiles
* HR Mitigation
BEn - 0 GEE
[Add] [Change| [Delete]
] Done [T W Localntranet .
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When you create a mitigation control at the org rule level, this mitigation will NOT come over when you
run normal risk analysis.

4} complance Calibrator - Microsoft Internet Explorer
Ee EOL Vew Fvortes Toos Hep | &
Qeack v () ~ |x] @ (h|).’3mfgmua|3u‘ - Jﬂ 3
WIQ] 7 appcomp, albrator “l o0 ks »
SAR4 B I
H H H Welcome Jayne Glbbon
Virsa Compliance Calibrator Log Off About W
M Rike Arehect]  WRGaNoN |/ et Monor  Configuraiion  Debug|  Analysis Daemon | (BeDaemen|
- Management View  User Analysis at Permission Level - Summary Report eam2Bb@
* Risk Violations
* USErs ARANSIE  \your 1 Jane Doe (1999996) User Group: ORGLEVEL System: ECC 60
* Role Analysis
- Comparsons RiskDescription  Level Business Process. Mitigating Control Monitor
= Alerts PPost Outgoing Payments (F-07) and PO0301601° Create Hi Procure to Pay
* Rules Library Enter Invoice (MIRD) fictibous .
= Controls Library WEnEr
- sk invoice and
indtiate
« Role I:I:\aymem for
« HR Objects
- Org Level User 10: Bily Wiae (1999997 User Group: ORGLEVEL system: ECC 6.0
- RiskDescription  Level Business Process. Mitigating Control Monitor.
:Mﬁlnﬂl 1Post Qulgoing (F-07) and POO301601. Create High  Procure 1o Pay
+ Background Job Enter Invoice (MIRC) fictitious
vendor
Invoice and
indiate
payment for
it
User Id: Joe Black (1999998) User Group: ORGLEVEL System: ECC 6.0
Post Quigoing Payments (F-07) and FO0301601: Create High  Procure to Pay
Enter Invoice (MIRO) netibous
Venaor
invoice and
indtiate
payment for
it
User Id: TBO1 TK20 all Dummy User for (I9999949)  User Group: ORGLEVEL System: ECC 6.0
Post Outgoing Payments (F-07) and PO0301601 creue High  Procure 1o Pay
Enter Invoice (MIRD)
venoer
Involce and
intiate
payment for L
i
w4 1/ of 1 pages |+ [W| No. of rows perpage:| 10| (Total no. of rows: 4) [=]
€] Done [&J Local ntranet
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The mitigation will only show when you run the Org Rule report. What this would allow you to do is to
have separate mitigations based on the org rules for the same risk and same user. For example, a user
might have the same risk, but for two different org rules. You would be able to attach the mitigation for
one of the org rules, but not for the other. Therefore, when you run the org rule report, the mitigation
would just show against the org levels mitigated, where the other org rule report would not be mitigated.

N Compliance Callbrator - Microsoft Internet Explorer

| B Edt vew Favortes Took Hep | &
Qeack ~ Q) ~ [x] (2] G| P searcn icravortes @) (2 @ - B
’dmlﬂ hittp:/fidcivid:57; patcher/virsa/coappoompiComplanceCalbrator ﬂ & Go :u\ks -
| — =
w Virsa Compliance Calibrator Halcohs Hyns Qibbon Log Off About —‘W

Inforrmer

= Management view  Org alysis at Permission

il

Level - Summary eTPmA2LR

= Risk Viokations.
» Users Analysts User Id: Joe Black (19009498} User Group: ORGLEVEL System: ECC B0
* Role Analysis - o e
- Compartons ting Actio Risk Description _ Level Business Process Mitigating Control| Monitor  Org Rul
+ Alerts Post Qulgoing Payments (F-07) and PO0201801. Create  High  Procure o Pay ORGRULE1 Ramelyn PO03_100 Paymenls in
= Rues Library Enter Invoice (MIRQ) ficttious Mitigation for Org Paredes CC 1000Mnvoicing In
* Controls Library vendor Rule conflict (PAREDESR) plant brod or brd2
- Risk Analysis involce
. L ana
R el iniliale
= Rode Level payment
= HR Objects Tor it
TS Post Oulgoing Payments (F-07) and PO0301E01. Creale  High  Procure to Pay PO03_X Duplicale Org
Enter Invoice (MIRC) ficttions rule tor 10080 anad
* Audit vendor BRO1
¥ Security Reports Involce
¥ Background Job and
initiate
payment
Tor il
M4 1]af 1 pages [P [H  No. of rows per page: 10/ (Total no. of rows: 2)
] Done |

[T M ocalntranet
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Access Enforcer

Org Rules and Mitigations can also be included during the Access Enforcer Risk Analysis. A prerequisite
to this is that the org rules must be set up in Compliance Calibrator as defined above.

1. The first step is to log into Access Enforcer, click on the configuration tab and then choose Risk
Analysis. Under Select Compliance Calibrator Version, the check box for Perform Org Rule Analysis
must be selected.

Please note that when selected, it operates similarly to if you set the config option in Compliance

Calibrator to consider org rules. Therefore, if you set this, you need to ensure that ALL possible org level
combinations are built into your org rules, or it will exclude possibly valid conflicts.

Access Enforcer Informer Configuration

[ * Risk Analysis
b Request Configuration

= Request Type

« Priority Default Analysis Type | Object Level =
= Application Configuration
= Employee Type Configuration

= Mumber Ranges Save

Select Options

Consider Mitigation Controls O

Risk Analysis
» Miigation Select Compliance Calibrator Version
= Attributes )
- Senvice Level| Version 5.2 Web Senice LI
= Password Self Service URI http:/#ldcivid wdf sap_corp:57700/VirsaC(
= Custom Fields Userbame webuser
= Support
PP Password TESEREIERRERRERERERE
F Workflow
b Provisioning Perform Org Rule Analysis ¥
F Approvers
Save
» Connectors J
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The URI for Org Rule Search URI must be completed. This URI can be found under the Web Services -
VirsaCCOrgRules5_3Service

Wielcome Susan Stapleton

Access Enforcer Infarmer Configu
H N “ Mitigation
F Request Configuration
= Request Type Select Options

* Pricrity Allow Approvers To spprove Sccess despite conflicts [V
= Application Configurstion

N N 365
[ErEs e e Default Durstion (in days) for the Mitigation Contral

= Mumber Ranges Miitiation LIRI hittp: Mivedd 2275 wedf 2ap corp: S0000/irsaC Chit
Risk Search URI hittp: el f 2275 svddf 2ap corp: 30000/ irsaZCRis
Org Rule Search URI hittp: Mnectf 24 52 weddf sap corp: 50000/ saCC0N

Attributes

Service Level Save

Pazsword Self Service

FE-_] WirsaCChctionUsageService

--1_“| WirsaZCDescriptionReaderS_0Service
--1_“| WirsaZCFunctionS_0Service

--1_“| VirsaZCMitigationS_0Service

--1_"'| MirsaC CorgRulesS, 35ervice

) VirsaCCRiskS_058. fice

--1_“| WirsaCCRiskanalrsisService

--1_“| VirsaCCWFExitServiceS_2Service
--1_"'| WSConnector

1. Display of AE request with risk and org rule violations for Risk ID P0O1.
Select Risk P001 and click ‘Mitigate’.

[ -

Roles/Profiles

= Create Request

. . " " Select -
- Search Retuest System Role/Frofie Hame Type RoleFrofils Descrigtion Walid From  alid Ta Owner Syatemaction
= Recuest On Hold E oov  (DvsiF vM MANTENANCE B} Vendor Master Maintenance 09252007 [ 124310098 [ Cyrus Perking  ADD
= Approver Delegation (CPERKING)
- Copy Request
- Retusst Audt Trail =
- Reaffim
Simulste
Critical Transaction
Risk ID Risk Description Orgy Rules: Winleion Court Status
BSCT Biasis Critical Actions 2 ] -
HRMD HR Master Data 2 ()
PODY Create fictitious venclor and initiste paymert to the vendor CORPORATEFRANCE; 2 ]
P02 Wairtain & ficttious vendor and direct isbursements to it 8 ]
OO0 B O 0

Mitigate Cortinue Cancel
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= Creste Request Assign Mitigation Control

= Search Request Risk IO POO1

= Request On Hold

- Ap?arover Delegation Her tame MAENG

o Gy FEEs “alicd Fram® 094 442007 ]
= Request Audit Trail alid Ta® 09/13/2003 ]
= Reaffirm Reference Mo o)

Org Rules Assigned

COry Rules!

Functional Area* %
Management Approver”

Mitigration konitor* Select i

Save | Canc:el| Create|

3. Search result displays all relevant org rules for Risk ID PO01* to select for mitigation. You can
select all or one org rule at a time.
Select Org Rule ID ‘Corporate’ to mitigate and click ‘Continue’

H M % OrgRule Search

" " Org Rules

- Create Retu

T [] OrgRuEeiD  Descripion Org Level From Value To Value Search Value  Status
+ Reguest On Hold [7]i CORPORATE | Carparate Shared Services BUKRS 3000 3000 oR true

- Approver Delegation CORPORATE | Corporats Sharsd Services BUKRS 4000 4000 O true

= Copy Reqguest D FRAMCE France Market BUKRS BE11 BE11 OR true

= Request Audit Trail FRANCE France Market BUKRS BE11 BET1 OR true

= Reaffirm FRANCE France Markst EKORG BE10 BE10 OR true

Cancel
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4. Click on ‘Search’ icon to search for existing mitigation control

Mitigation
= Creste Request Assign Mitigation Control
= Search Request Risk I PO
= Reqguest On Hold User Name N
= Approver Delegstion
Valid From' =
e alicd From 0941 452007 o
= Request Audit Trail Walid To* 094 342008 |
= Reaffirm Reference Mo* %
Orgy Rules Azsigned
iRl CORPORATE; @

Functional Area*
Management Approver*

Mitigration Monitor! Select il

Save | Cancel| Create|

Select Mitigation Control ‘Corporate’ and click ‘Continue’

WM >4 Mitigation Controls

- Creste Reuest Select Controls
- Search Reguest Control ID Description Bussiness Unit AM:,E?»:"EM
= ReguestOnHold q . - :

& Delegat @ CORPORATE Mitigating corporste shared services risks Fing MBOND
= Approver Delegation i

Copy Requsst O mconot Mitigation cortrol designed to monitar wendor master changes and dishursement to prevent fraud Fio0 MBOND

This mitigeting control can be used across the enterprize releted to Risks POM , POD2 & POO3. If there

= Recuest Audt Trail O FI_ooos [ FIoo BRAMMARDS

= Reaffirm

OO0 mE Do
Cancel
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6. Select Mitigation Monitor and click ‘Save’

b & *  Mitigation

= Creste Request Assign Mitigation Control
= Search Reguest Rizk ID PO
= Request On Hold User Marme NG
= Aparover Delegation )
o Gy R “alid From 094142007 k]
» Request Aucit Trail alid To* 08/13/2008 il
= Reaffirm Reference MNo* CORPORATE @
Org Rules Azsigned
Org Rules! CORPORATE, [0,
Functional Area’ FI0o
Management Approver” MEOND
Mitigation Monitar*

Sa\-'en | Cancel| Create|
|

7. Org Rule ‘Corporate’ is mitigated for Risk PO01. Click ‘Continue’

WH T | -
. Roles/Profiles

= Creste Reguest

T e e e e

= Reguest On Hold B ooM (D) ws:Fl wh MAINTENANCE “endor Master Maintenance 091302007 77 12/31/8098 01 Cyrus Perkins  ADD

= Approver Delegation [CPERKING)

= Copy Request
= Request Audt Trail
= Reaffirm

Simulate:

BSCT Basis Critical Actions 2 L] 4
HRMC HR Master Data 2 [ ]
POO1 Create fictitious vendor and inttiate paymert to the wendor CORPORATEFRANCE; 32 -
POO2 Maintain & fictitious vendar and direct disbursements to it & (]

~
W 4] on
Miticyate | Cortinue | Cancel |

,Jn
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8. Click on ‘Risk Violations’ tab. Result displays Org Rule ‘Corporate’ is mitigated.

* Request No.: 112

= Creste Request General Infformation
= Seatch Request User Data Requestor And Manager Data
P (R @iy User Mag ongiMAONG) Requestor M Wong(MWONG)
= Approver Delegation
—— Emil mae.wong@tdcdemomail.sap-ag.de Email mae.wong@tdcdemonmail sap-ag.de
" Loy
Manager Fos Wilson(F¥LSON,
+ Request Audt Trai Telephone + 5102221123 : IB i ‘ i " ] ‘ .
- mai oz il songtcdemomail sap-ag.de
+ Reaffirm Company IDES Hi-Tech D R-50
Employee Type Permanent Employes Applications:
Request Type Change Account Type Application Categary
Priority HIGH bt SAP [slell)} Production
RolezProfies PO Profiles Mtigration ,@ Cotnments Request Justification Aftachments
System Type System Risk Description Org Rules Violation Count  Status
SAP DM Basis Critical Actions 2 L]
SAP DCM HR Master Data 2 L
SAP DCht Creste fictitious vendor and initiste payment to the vendor CORPORATE:FRANCE; 32 ]
SAp DCh Maintain & ficttious vendor and direct disbursements to it % B @

9. Click on ‘Mitigation’ tab. Result displays Org Rule ‘Corporate’ is mitigated by Mitigation
Control ID ‘Corporate’

“ Request No. : 112

» Creste Request General Information
= Search Reguest User Data Requestor And Manager Data
= R @mie User Maie WongMAIONG) Recuestor Maz ongrMAORG)
= &pprover Delegation
i a Ermail e wong@tdedemomail sap-ag.de Email mae swongi@tdcdemotnail sap-ag.de
= Copy Regue:
Manager Fox wilzon(PALSON,
« Request Auc Trail Telephane +1 B0 2221123 o (] Iy
+ Reatfirm Company IDES Hi-Tech Email fow wilsoni@tdcdemomail sap-ag de
Employes Type Permanent Employee Applications
Reguest Type Change Account Tvpe Application Category
Priority HIGH hore: SAR [sle) Production
RalesProfies FD Profiles Rizsk Viclations Iﬁ Comments Request Justification Attachments
System Rizk Description Org Rules Corntrol [ Functional Area ApRrover “alid From Walic To
pow  Credteficttious vendarand o pnop, e CORPORATE  FIOD MED: 0AM1452007  0GH 32008
initiate payment to the vendor
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ORGANIZATIONAL LEVEL REPORTING

Business Case

As part of the remediation phase, each organizational structure has individual owners who are
responsible for reviewing segregation of duties in their areas. Therefore, they are requesting to separate
the reports so that they only see users who have conflicts within their certain organizational structures.

Step 1: Schedule the Organization User Mapping job

1. This is the same job that is scheduled in Step 2 of the Organization Rule section above. This job
must be scheduled in order to run Org level reporting.

Step 2: Run the Org Level Analysis

1. What this does is allow you to select users that have access to a specific organizational level and
then run SoD analysis against this population.

2. Inthe example below, if you were to run this report, it would pull all users who have ANY access
to BUKRS (company code 0001) and then run the normal SoD rules against them.

3. This access to company code 0001 might come via display roles or update roles.

4. This does NOT do any kind of org rule analysis, it just selects what individuals you want to run the
report against.

5. Remember, this report won't just show conflicts that contain BUKRS, it will show all conflicts for
users that have access to company code 0001 anywhere.

_lelx
Fle Edt Mew Fgvortes ook Help &
Qe ~ O - () (g (| Psewren oravonss @) (2~ 10 i - il B

Agidress |¢_'| et o 57700 webdynprofdepatchern virsy ccappoompy CemplanceCalbrator ﬂ Eco | unks *

ITITTINT] =4
Welcome Jayne Gibben
Log Off  About

= User Level
- Role Level
- HRt 15 Risks by Process: * Al

- Mic Risk 10 3 w = 1
» Audit Reports

FSecurity Reparts Rk Lo A =

sBackground b EOEAL -

Report Type Permission Level =

Report Fomat Summary - + More Cptions

| Execute] | Simulaton | | Backgrouna| [ Reset| [ Search variant| | Save Vanan

[}
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Copyright
© Copyright 2006 SAP AG. All rights reserved.

No part of this publication may be reproduced or transmitted in any form or for any purpose without the express
permission of SAP AG. The information contained herein may be changed without prior notice.

Some software products marketed by SAP AG and its distributors contain proprietary software components of other
software vendors.

Microsoft, Windows, Outlook, and PowerPoint are registered trademarks of Microsoft Corporation.

IBM, DB2, DB2 Universal Database, OS/2, Parallel Sysplex, MVS/ESA, AlX, S/390, AS/400, OS/390, OS/400,
iSeries, pSeries, xSeries, zSeries, z/0OS, AFP, Intelligent Miner, WebSphere, Netfinity, Tivoli, Informix, i5/0S,
POWER, POWERS5, OpenPower and PowerPC are trademarks or registered trademarks of IBM Corporation.

Adobe, the Adobe logo, Acrobat, PostScript, and Reader are either trademarks or registered trademarks of Adobe
Systems Incorporated in the United States and/or other countries.

Oracle is a registered trademark of Oracle Corporation.
UNIX, X/Open, OSF/1, and Motif are registered trademarks of the Open Group.

Citrix, ICA, Program Neighborhood, MetaFrame, WinFrame, VideoFrame, and MultiWin are trademarks or registered
trademarks of Citrix Systems, Inc.

HTML, XML, XHTML and W3C are trademarks or registered trademarks of WSC®, World Wide Web Consortium,
Massachusetts Institute of Technology.

Java is a registered trademark of Sun Microsystems, Inc.

JavaScript is a registered trademark of Sun Microsystems, Inc., used under license for technology invented and
implemented by Netscape.

MaxDB is a trademark of MySQL AB, Sweden.

SAP, R/3, mySAP, mySAP.com, xApps, XApp, SAP NetWeaver, and other SAP products and services mentioned
herein as well as their respective logos are trademarks or registered trademarks of SAP AG in Germany and in
several other countries all over the world. All other product and service names mentioned are the trademarks of their
respective companies. Data contained in this document serves informational purposes only. National product
specifications may vary.

These materials are subject to change without notice. These materials are provided by SAP AG and its affiliated
companies ("SAP Group") for informational purposes only, without representation or warranty of any kind, and SAP
Group shall not be liable for errors or omissions with respect to the materials. The only warranties for SAP Group
products and services are those that are set forth in the express warranty statements accompanying such products
and services, if any. Nothing herein should be construed as constituting an additional warranty.
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