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We belong to the global GRC RIG team located in USA, Germany and India

As recognized experts, our mission is to enable others to successfully implement
SAP GRC solutions.

We ensure:
high-adoption rates,
100% customer satisfaction, and customer references.

We are committed to continuous improvement of GRC products and services
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RIG Installation Methodology

We recommend the following installation methodology
1. Install SAP Netweaver AS JAVA 7.0 SP12+
2. Run Pre-Installation Presentation (this presentation)
3. Deploy Access Control Software (including latest Support Packages)
4. Run Post-Installation Presentations (also available as Flash Movie)

a. Post-Installation Risk Analysis and Remediation
b. Post-Installation Superuser Privilege Management
c. Post-Installation Compliant User Provisioning
d. Post-Installation Enterprise Role Management

5. Start Customizing Access Control 5.3 according to customer requirements
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Overview Pre-Installation Activities

1. Check Available Documentation

2. Check Software Download

3. Check NW WebAS Java Version, SP Level and JVM Parameters

4. Check Configuration of System Landscape Directory (SLD)

5. Check Connection from Access Control Server to SLD

6. Check Internet Graphic Server (IGS)

7. Get Familiar with JSPM (Java Support Packet Manager)

8. Which user data source is your UME connected to?

9. Decide on RAR User Master Source

10. Decide on CUP User Data & User Details Data Source

11. Check SP Levels of your SAP Backend Systems

12. Prepare for Backend RTA Installation

13. Plan your System Landscape

14. Complete Customer System Landscape Presentation
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1 – Check Available Documentation (1/3)
Guides, HowTos & Best Practices

https://service.sap.com/instguides SAP Solution Extensions SAP Solutions for GRC
SAP GRC Access Control SAP GRC Access Control 5.3:

Masterguide
Installation Guide
Upgrade Guide
Configuration Guide
Operation Guide
Security Guide

Online Documentation (replaced fromer release User‘s Guide)

http://service.sap.com/releasenotes SAP Solutions SAP GRC Products SAP
GRC Access Control

Overview of new features in AC 5.3

https://service.sap.com/rkt SAP Solutions for GRC SAP Access Control 5.3
Free-of-charge (Ramp-Up customers only) online delta training!

www.sdn.sap.com/irj/sdn/bpx-grc
GRC Best Practice Information
GRC How-To Guides (Most of them still on AC 5.2 release level)

Super User Privilege Management SoD Reporting: SAP notes 1055976 & 1060673

https://service.sap.com/instguides
http://service.sap.com/releasenotes
https://service.sap.com/rktSAP
http://www.sdn.sap.com/irj/sdn/bpx-grc
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1 – Check Available Documentation (2/3)
The ASAP Approach

ASAP Methodology

A phased, process oriented methodology
Designed to streamline implementation
projects and to minimize risk
Rich tool kit of methodology and
accelerators

ASAP Roadmaps

Cover most important aspects and phases
of SAP solution implementation
Can be filtered to reflect specific project
type and solution scope
Provides:

A structured list of activities
Recommended tools, services and
methodologies
Developed in the field accelerators such
as how-to guides, templates, examples,
standards, product information and best
practices

ASAP Roadmaps in
Implementation Projects

Project Scoping, Planning and Scheduling
for the entire implementation project
Documentation and accelerators for many
SAP solutions not just GRC ASAP
Roadmap can be utilized for implementation
of two or more SAP solutions at the same
time
All available documents and accelerators in
one location
Relevant information easy to find through
search functions and filters.
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1 – Check Available Documentation (3/3)
How to get ASAP Roadmaps

The Roadmaps are delivered in
the SAP Solution Manager or can be found on
SAP Service Marketplace.

For GRC Solutions the ASAP Implementation Roadmap is
available through the GRC RIG until the next release of the
ASAP Implementation Roadmap (end of Q3 2008).
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2 – Check Software Download (1/2)

The SAP GRC Access Control Software can be downloaded from SAP Service
Market Place (SMP): https://service.sap.com/swdc

Navigate Installation and Upgrades Entry by Application Group SAP
Solutions for GRC SAP GRC Access Control SAP GRC ACCESS CONTROL

SAP GRC ACCESS CONTROL 5.3 <OS> <DB>

The ZIP file contains all software components: Java SCA files and Real Time
Agents (RTA) for all available Backend release levels

In the folder Adapter you‘ll the Greenlight Adapters for JDE, Oracle and
Peoplesoft

Refer to screen shot on next slide!

https://service.sap.com/swdc
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2 – Check Software Download (2/2)
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3 – SAP NW AS Java: Check SP Level,  Java
Version and JVM Performance Parameters (1/2)

For AC5.3 a SAP NW AS 7.0 SP12 or higher is required

If you are using MS SQL Server, please check SAP note 1158625 and apply the patch.

Here is were you find the Patch for SAP J2EE EngineCore 7.00:

https://service.sap.com/swdc Support Packages and Patches SAP NetWeaver SAP
NETWEAVER SAP NETWEAVER 7.0 Entry by Component Application Server Java

SAP J2EE Engine Core. Patch 2 includes Patch 1.

JRE 1.4.2_15 or higher

JVM Memory / Performance Parameters
723909 - Java VM settings for J2EE 6.40/7.0
1044173 - Recommended NetWeaver Setting for Access Control 5.x
1121978 - Recommended settings to improve performance risk analysis

https://service.sap.com/swdc
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3 – SAP NW AS Java: Check SP Level,  Java
Version and JVM Performance Parameters (2/2)

http://<server>:<port>
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4 – Check SLD Configuration (1/2)

Ensure that the SLD is configured and running:

Go to: http://<sld-server>:5<instancenumber>00/sld/index.html
Remember that the SLD may be installed on a different server!

Backend Systems must be listed here

Next slide
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4 – Check SLD Configuration (2/2)

SLD Running?
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5 – Check Connection from Access Control
Server to SLD (1/2)

http://<server>:<port>

Next Slide!
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5 – Check Connection Access Control Server
to SLD (2/2)

If not successful check
Installation Guide Appendix B!
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6 – Check SAP Internet Graphics Server

Verify if the Internet Graphics Server (IGS) is configured and running:
Go to: http://<host_name>:4<instance number>80
A graphic screen should display
If not successful check Installation Guide Appendix C. Use Fully Qualified Host Name!
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7 – Usage of JSPM for AC 5.3 Installation

Copy the AC5.3 installation SCA files to /usr/sap/trans/EPS/in/

The JSPM is a tool that works similar to SDM and has to be started from OS level
of the server as user <SID>ADM from /usr/sap/<SID>/<CI>/j2ee/JSPM/go.bat

AC 5.3 comes with the following sca files:
VIRCC00_0.SCA - Risk Analysis and Remediation
VIRAE00_0.SCA - Compliant User Provisioning
VIRRE00_0.SCA - Enterprise Role Manager
VIRFF00_0.SCA - Superuser Privilege Management
VIRACLP00_0.SCA - Launch Pad
VIREPRTA00_0.SCA - Enterprise Portal

Deploy the first 4 SCA files first, then deploy the 5th SCA file.

The last SCA file contains the RTA for the Netweaver Portal EP7.0 SP12+.
Deploy it to all your Netweaver Portal 7.0 servers in scope of your implementation.

For more Details check Appendix A and E in the installation Guide.
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7 – JSPM: Provide SDM Password!
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7 – JSPM: Select „New Software“
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7 – JSPM: Select SCA Files
Deploy CC, AE, FF, RE First!

Continue Confirming next steps…
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8-10: User Data Sources

Which User Data Source is UME connected to?
Local Database?
ABAP Backend System, for example CUA?
Corporate LDAP?

Which Source will be used as RAR User Master Source?
Only Backend System possible

Which Sources will be used as CUP User Data& User Details Data Source?
UME?
SAP Backend System, for example CUA?
Non-SAP Backend (JDE, Orcale, Peoplesoft)
Corporate LDAP?

Microsoft Active Directory
Sun One
Novel e-Directory
IBM Tivoli
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11-12 – Check SP Levels of your SAP Backend
Systems / Prepare RTA Installation

Check requires SP levels for software components SAP_BASIS, SAP_ABAand
SAP_HR in the table below.

For updates on these requirements and instructions on how to install / upgrade
the RTAs in your SAP backend systems, refer to the notes given in the table below

SAP_BASIS SAP_ABA SAP_HR SAP Notes
VIRSANH 530_46C SAPKB46C55 SAPKA46C55 1133161
VIRSAHR 530_46C SAPKB46C55 SAPKA46C55 SAPKE46CC3 1133162
VIRSANH 530_620 SAPKB62063 SAPKA62063 1133163
VIRSAHR 530_620 SAPKB62063 SAPKA62063 SAPKE47066 1133164
VIRSANH 530_640 SAPKB64021 SAPKA64021 1133165
VIRSAHR 530_640 SAPKB64021 SAPKA64021 SAPKE50015 1133166
VIRSANH 530_700 SAPKB70013 SAPKA70013 1133167
VIRSAHR 530_700 SAPKB70013 SAPKA70013 SAPKE60013 1133168
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13 – Plan Your System Landscape & Complete
Customer System Landscape Presentation

Discuss with your basis team your system landscape for Access Control

Do you plan for 2-tier or 3-tier Landscape for SAp GRC Access Control?

How do you plan to connect your AC5.3 instances to your multi-tier backend
landscape?

Learn about the Logical System Feature

Complete Customer System Landscape Presentation on next slide.
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14 – Customer System Landscape
- Please Enter All SIDs, SP-Levels etc -

ECC 6.0
QAS

SAP_BASIS
SP 13

SAP_HR
SP 26

RTA NH
SP 01

RTA HR
SP 01

ECC 6.0
QAS

SAP_BASIS
SP 13

SAP_HR
SP 26

RTA NH
SP 01

RTA HR
SP 01

ECC 6.0
DEV

SAP_BASIS
SP 13

SAP_HR
SP 26

RTA NH
SP 01

RTA HR
SP 01

ECC 6.0
DEV

SAP_BASIS
SP 13

SAP_HR
SP 26

RTA NH
SP 01

RTA HR
SP 01

J2EE 7.0
SP15

AC 5.3
SP01

RAR SPM CUP ERM

AC5.3 DEV
GRD

Backend
DEV

Backend
QA

Backend
PROD

J2EE 7.0
SP15

AC 5.3
SP01

RAR SPM CUP ERM

AC5.3 PROD
GRP

ECC 6.0
PRD

SAP_BASIS
SP 13

SAP_HR
SP 26

RTA NH
SP xx

RTA HR
SP xx

ECC 6.0
PRD

SAP_BASIS
SP 13

SAP_HR
SP 26

RTA NH
SP xx

RTA HR
SP xx
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Integration of a Two-Tier GRC Access Control
Landscape

Logical Systems:

Grouping of physical systems sharing the same risk rules

Two-tier Access Control Landscape can connect to N-tier back end

RAR (DEV)

HCM
Logical System

Logical System
ERP

RAR (PROD)

HCM
Logical System

Logical System
ERP

Transports Transports

Export/Import Utility

Connectors

Connectors

Connector

Connector

Transports Transports
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Appendix A: Always apply latest Support
Packages for Access Control

Always apply latest support packages for Access Control 5.3 during Ramp-Up

There are two types of AC 5.3 Support Packages:
For the AC 5.3 application on NW AS Java 7.00 itself (cummulative)
For the NH and HR RTAs in the backend (incremental)

Content of all RTA Support Packages (Backend) is listed in the following notes:
RAR: 1168120 – CUP: 1168508 – ERM: 1168183 – SPM: 1168121
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