THE BEST-RUN BUSINESSES RUN SAP”




Authors — SAP GRC RIG Team

Frank Rambo, SAP GRC RIG, EMEA Region

Frank Bannert, SAP GRC RIG, EMEA Region

> We belong to the global GRC RIG team located in USA, Germany and India

> As recognized experts, our mission is to enable others to successfully implement
SAP GRC solutions.

> We ensure:
high-adoption rates,
100% customer satisfaction, and customer references.

> We are committed to continuous improvement of GRC products and services
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RIG Installation Methodology

» We recommend the following installation methodology
Install SAP Netweaver AS JAVA 7.0 SP12+
Run Pre-Installation Presentation (this presentation)
Deploy Access Control Software (including latest Support Packages)
Run Post-Installation Presentations (also available as Flash Movie)
a. Post-Installation Risk Analysis and Remediation
b. Post-Installation Superuser Privilege Management
c. Post-Installation Compliant User Provisioning
d. Post-Installation Enterprise Role Management
Start Customizing Access Control 5.3 according to customer requirements
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Overview Pre-Installation Activities

10.

11.

12.

13.

14.

Check Available Documentation

Check Software Download

Check NW WebAS Java Version, SP Level and JVM Parameters
Check Configuration of System Landscape Directory (SLD)
Check Connection from Access Control Server to SLD
Check Internet Graphic Server (IGS)

Get Familiar with JSPM (Java Support Packet Manager)
Which user data source is your UME connected to?
Decide on RAR User Master Source

Decide on CUP User Data & User Details Data Source
Check SP Levels of your SAP Backend Systems

Prepare for Backend RTA Installation

Plan your System Landscape

Complete Customer System Landscape Presentation
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1 - Check Available Documentation (1/3)
- Guides, HowTos & Best Practices SADg

> https://service.sap.com/instguides = SAP Solution Extensions = SAP Solutions for GRC =
SAP GRC Access Control > SAP GRC Access Control 5.3:

Masterguide
Installation Guide
Upgrade Guide
Configuration Guide
Operation Guide
Security Guide

> Online Documentation (replaced fromer release User‘s Guide)

> http://service.sap.com/releasenotes - SAP Solutions 2 SAP GRC Products > SAP
GRC Access Control

Overview of new features in AC 5.3

> https://service.sap.com/rkt - SAP Solutions for GRC - SAP Access Control 5.3
Free-of-charge (Ramp-Up customers only) online delta training!

> www.sdn.sap.com/irj/sdn/bpx-qgrc
GRC Best Practice Information
GRC How-To Guides (Most of them still on AC 5.2 release level)

> Super User Privilege Management - SoD Reporting: SAP notes 1055976 & 1060673
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1 - Check Available Documentation (2/3)
- The ASAP Approach SAR4

ASAP Methodology ASAP Roadmaps in
Implementation Projects

A phased, process oriented methodology

Designed to streamline implementation
projects and to minimize risk

Project Scoping, Planning and Scheduling
for the entire implementation project

Documentation and accelerators for many
SAP solutions not just GRC = ASAP
Roadmap can be utilized for implementation
of two or more SAP solutions at the same
time

Rich tool kit of methodology and
accelerators

ASAP Roadmaps

Cover most important aspects and phases All available documents and accelerators in

of SAP solution implementation

Can be filtered to reflect specific project
type and solution scope

Provides:
» A structured list of activities

» Recommended tools, services and
methodologies

> Developed in the field accelerators such
as how-to guides, templates, examples,
standards, product information and best
practices

one location

Relevant information easy to find through
search functions and filters.



1 - Check Available Documentation (3/3)
- How to get ASAP Roadmaps

The Roadmaps are delivered in

»the SAP Solution Manager or can be found on
»>SAP Service Marketplace.

For GRC Solutions the ASAP Implementation Roadmap is
available through the GRC RIG until the next release of the
ASAP Implementation Roadmap (end of Q3 2008).



2 — Check Software Download (1/2)

SADd

> The SAP GRC Access Control Software can be downloaded from SAP Service
Market Place (SMP): https://service.sap.com/swdc

> Navigate Installation and Upgrades - Entry by Application Group - SAP
Solutions for GRC - SAP GRC Access Control > SAP GRC ACCESS CONTROL
—->SAP GRC ACCESS CONTROL 5.3 -2 <0OS> - <DB>

> The ZIP file contains all software components: Java SCA files and Real Time
Agents (RTA) for all available Backend release levels

> In the folder Adapter you'll the Greenlight Adapters for JDE, Oracle and
Peoplesoft

> Refer to screen shot on next slide!
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2 — Check Software Download (2/2)

(1] [ 1@ advanced search

vaavmtes Quick Links  Sitemap  Other Portals | Glossary  Help

M5 SOL SERYER Feedback

Installations and Upgrades |

Installations and Upgrades— SAP Solutions for Governance, Risk and Cornpliance -+ SAP GRC Access Control- SAP GRC ACCESS COMTROL— SAP GRC ACCESS CONTROL 5.3

ppmf'ﬁ&kqges;aneiéﬁs&l‘hﬁ
talls d Lip

SAP GRC ACCESS CONTROL 5.3

= Installation and Upqgrade

AIX
HP-UX
LINUX
0S/400
SOLARIS
WINDOWS

= [DEZ UDE

u [NFORMIE

m M5 SOL SERVER
"

L |

ORACLE
SAP DB

= Windows Server
s 2/05

= Adapters

= AC ADAPTOR FOR JDE 530
= AC ADAPTOR FOR ORACLE 530
m AC ADAPTOR FOR PECPLESOFT 520

Info Page " aai07y (v 48

SAP GRC ACCESS CONTROL 5.3 -> MS SQL SERVER -> WINDOWS

You can dowenload one or more files by activating the check box on the left and clicking the button "Add to Download Basket", Please dlick here for more
detailed inforrmation.  Click on to request Side Effects report,

Add to Download Basket Maintain Download Basket w " Deselect Al

The following objects are available for download:
File Type Download Dbject Title Info File File Size [kb] Last Changed

r ZIP 51032276 SAP GRC Access Contral 5.3 Info 402742 26.02.20028 _:I

o sanél _I_I_I_I_]EJW




3 - SAP NW AS Java: Check SP Level, Java
Version and JVM Performance Parameters (1/2) SARG

> For AC5.3 a SAP NW AS 7.0 SP12 or higher is required
> If you are using MS SQL Server, please check SAP note 1158625 and apply the patch.

> Here is were you find the Patch for SAP J2EE EngineCore 7.00:

https://service.sap.com/swdc - Support Packages and Patches - SAP NetWeaver > SAP
NETWEAVER >SAP NETWEAVER 7.0 2>Entry by Component - Application Server Java
- SAP J2EE Engine Core. Patch 2 includes Patch 1.

r M scA SAPIFECORISP 2- Patch for SAP J2EE ENGINE CORE 7.00 SP15 2

10003466.5CA 1nto 38926 23.04.2008

,_|
=
o

> JRE 1.4.2_15 or higher

> JVM Memory / Performance Parameters
723909 - Java VM settings for J2EE 6.40/7.0
1044173 - Recommended NetWeaver Setting for Access Control 5.x
1121978 - Recommended settings to improve performance risk analysis
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3 - SAP NW AS Java: Check SP Level, Java
Version and JVM Performance Parameters (2/2)

SAP 1?EE Engine Start Page -

J File Edit Wsw Favortes Tools  Help

J Address |@ hitp: fflocalhost: S0000/indesx, html

TNy SAP

NetWeaver™

crosoft Internet Explorer

http://<server>.<port>
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SAP Library

SAP Library contains the complete docurmer

o s administrators v

Do
its state. It shows all of the system’s instanc
important parameters (such as ports) that m:
versions of the components installed.

User Management

The user management administration consal
need to manage users, groups, roles, and us
(UME). Users without administrator permissi

SAP NetWeaver Administrator

A tool for administration and manitaring, offer
Met\Weaver systern landscape. The SAP Met
scenario where it is capable of operating an ¢
Java systems as the application platform of £

ternet Explorer

J File Edit ‘Wiew Favorites Tools Help |
Jngdress I@ http:/flocalhost:S0000/sap/monitoring/SystemInfo j 1] |
Zl
System IDM w
Find other systems in SLO...
Message Server Engueus Server Database
Host:  iwdFymz450 Host:  iwdfymz450 Mame:  IDM
Port: 5901 Port: 3201 Host:  IWDFYMZ2450
Type:  Microsoft SQL Serwer (Microsoft S0L Server Yukon - 9.00,2047)
Software Components all components. .. Licenses
Mame Wersion Applied Installation Mumber — SAP-INTERM
sap.comfSAP-JEECOR 7,00 5P13{1000,7.00.13.4,20071105140441)  20071215192122 Syskem Number OO0O0000051 0679471
sap,comfSAR-JEE 7.005P13(1000,7.00,13,2,20071105140333)  20071218190904 Software Product Days Until Expiry
1ZEE-Engine_M35 113
Download system configuration
Instance JCO0 All processes running
Host:  iwdfymz450 05 Windows 2005 (x56) 5.2
dispatcher Running
WM syskerm properties... Clusker
FIC: 4752 Mode ID: 1796900
Marme! Java HotSpob{TM) Server VM Kernel Yersion: 7,00 Patchlevel 30127,450
Yendor:  Sun Microsystems Inc, HTTF Port: Soo00
16-b0s HTTPS Part: 0001
WM Parameters P4 Port: S0004
Telnet Port: 50008
serverl Running
W syskem properties. .. Clusker Debug
FID: 4760 Mode ID: 1796950 Debug Port: 50021
Marme: Java HotSpok{TM) Server VM Kernel Yersion:  7.00 Patchlewvel 30127,450 Debug Mode: false
Yendor:  Sun Microsystems Inc, Load Balance Restricted:  false
OO 6-b0S
WM Parameters
— Running
WM
FIC: 4763
SOM Pork: 50015
=
|&] Done % Localintranet Y

per

mance
Iready

@



4 — Check SLD Configuration (1/2)

> Ensure that the SLD is configured and running:

Go to:
Remember that the SLD may be installed on a different server!

w SAP NetWeaver”

Home Administration Log ©ff Help About

Sy=stem Landscape Directory (SLD) manages information abouwt all installable and installed elements of your system landscape.

Landscape Software Catalog Develo|
Technical Systems Products Marme F
Viewy and Define Systems and Servers “ien Products in SAP Software Catalog Marsg
Landscapes software Componerts

Yiewy and Configure Groups of Systems

Buziness Systems ™
Yiew and Configure Business Systems for Use in Exchange w SAP NetWeaver

Homef Administration flog Off Help About NeXt Sllde

View and Define Systems and Servers

I Technical Systems

lechnical System Type: JEERRSRNC N |
|NewTechnicaI System... § Remove | Export
Mame Host Fersil
gro-rig-03 700

Backend Systems must be listed here > * "™
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4 - Check SLD Configuration (2/2)

> SLD Running?

osoft Internet Explorer provided by SAP IT =] x|
File Edit ‘iew Favorites Tools  Help | .',"-
— 7 = T ) - 5
@ Back - '\_) - \ﬂ \EL] f P ! Search \fz\f‘ Favorites @ | : .‘$
Address I@j http:jigre-rig-03.pal.sap.corp: 50100/ sld) admin/index. jspPnamespace=sld active j Go | Links **
GDUglE|C,Y j Los geht's! 4»@ Eﬁ' - | ﬂ? Lesezeichen» S]ZD blockiert | ":} Rechtschreibprifung - b Senden an Einstellungen +

w SAP NetWeaver™

Hoime: Adminiztration  Help

Configure the server, import and export data, and view the logs.

Status: Running

Server Content

Log Import, Export and Backup

“ieww server log and set logging and tracing parameters . Upload and download CIM models and data.

Details Content Mairtenance

iy detailed information about the server. “iew and change generic CIM data.

Prafile Clazz Browser

Wiewe and change server parameters. “iewr detailed class information about the current Civ mocel.
Data Suppliers Chane Log

Configure data supplier targets. Search for content changes.

System Messane Mamespaces

Define a system message that iz shown to every user who logs on to the SLD. Manage CM namespaces for warking with different content versions.

Automatically Updsted Dats
Manage automatically created landscape data from data suppliers.

Mamespace: sldiactive A Ohject Server: gro-rig-03
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5 — Check Connection from Access Control
Server to SLD (1/2)

/2 SAP J2EE Engine Start Page - Microsoft Internet Explorer provided by SAP IT

File Edit Wiew Favorites Tools  Help

®

181
| &

@ Back - (g ~ |ﬂ @ Oyl ‘ /:.} search \;\\'( Favortesp it
Address I@] http:fgre-rig-03. pal.sap. corp: 50100 /index., html
GDDg]E|.GVFunk—Watterstat\Unen d Los geht's! +ﬁj ﬁ - |

1 e TS

j Go |L\nks =

@ Einstellungen+

“unk. Wetkerstationen

w SAP NetWeaver”

http://<server>.<port>

SAP Library

SAP Library containg the complete documentation for SAP Web Application Server.

System Information

Systern information provides administrators with an overview of the system configuration and
its state. It shows all of the system’s instances and processes, their current state and
important parameters (such as ports) that may be required for support cases, as well as the
versions of the cormponents installed.

User Management

The user management administration console provides administratars with the functions they
need to manage users, groups, roles, and userrelated data in the User Management Engine
(UME). Users without administrator permissions can use it to change their user profile.

SAP NetWWeaver Administrator

A tool for administration and monitoring, offering a central entry point to the whole SAP
MetWeaver systern landscape. The SAP MetWeaver Administrator can be used in a central
scenario where it is capable of operating an entire systemn landscape containing ABAP and
Java systems as the application platform of SAP NetYYeaver

Web Services Navigator

Web Services Mavigator is a tool that gives you a short overview of a specific ¥Web serice
based on its WSDL, and enables you to test your Web sewice by creating and sending a
client request to the real end point.

UDDI Client

The UDDI client provides query and publishing functions for different ¥Web service entities
thodels, business services) to any UDDI compliant registry.

Vven popeeew User Interface fechnolnoy availahle within the SAP Meteaver Develonar
Studia

“arious 5 ab Dynpro
measureme M and ap| File EaE
deployed. 5 i

=10l =l
| A
-id 3
| B e |Links »

@ Einstellungen

Web Dynpro Welcome - Microsoft Internet Explorer provided by SAP IT

Wiew Tools  Help

\_/1 Back - J - ﬂ @ _;\] ‘ /‘._] Search \;:'\_/Favorites &}“ ' -,f'- .J_J-I % _|

Address I@j http:ffgrc-rig-03. pal sap. corp: 50100 webdyrprofwelcomef\Welcome. jsp

GDLJgIE G+ vILDs qgeht's! {»@3 ﬁ - | * Lesezeichen @ 18 blockiert **
w SAP NetWeaver”

Web Dynpro Tool Applications

Favorites

Content Administrator Nex‘t Slldel

This tool can be used for administration of the Web Dynpro contents you have deployed to the J2EE Engine. If you are
using the adaptive RFC model, the toal for application development is used to maintain the JCo destinations and can be
seen ag an enhancement to the Yisual Administrator tool.
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5 — Check Connection Access Control Server
to SLD (2/2)

Web Dynpro Content Admi rator - Microsoft Internet Explorer

J File Edit Wew Favorites Tools Help

J Address |’£j http: fflocalhost ;50000 webdynprofdispatcher/sap. comftc~wd-tools/Explarer

w SAP NetWeaver”

_—
| Creste JCo Destination || Mairtain JCo Destinations | || Start assigned S/ b || Check SLD Connection

E| Welcome

e B [T]
Enable al

F =ap.com
F System Defined Content

o
_ £ Check Connection to the System Landscape Factory (SLD)

The following System Landscape Directory (SLD) is used:

[Start 510 | [Close |

The Weh Dynpro Col Pynpro content.
You can browse the completed ontent or search for specific objects.

Furthermore you can confied & the needed JCo destinations used by your Web Dynpro applications.

If not successful check
Installation Guide Appendix B!
by

[T connection to System Landsape Directory (SLD) was successiully tested.

osAl T 0

@



6 — Check SAP Internet Graphics Server

> Verify if the Internet Graphics Server (IGS) is configured and running:

» Go to:

A graphic screen should display
If not successful check Installation Guide Appendix C. Use Fully Qualified Host Name!

Address |&] http:/ /dSsucl vssap Jocal : 40080/

v?Go Links > @l

SAP Internet Graphics Server

“ergion 6400.09.4

Build Date Apr 21 2005

System Irtel %56 weith Linux

Configuration File Path JustisapDeSDVEBMGS 0D gs/iconfigs xml

OBWGIS ¢O5SUCIL sda0nls
O CHART £OSSUCIL sda0ol s
O IMGCoMy cDSSUCIL:doo0ly  CIBWGIS ¢05SUCIL :donnz ) I #MLCHART COSSUCIL :d000z)

O =MLCHART (OSSUCIL :doooty CICHART ¢OSSUCIL :doonz )
OzIrPER (DASUCIL:do00ly O IMGCOMY ¢DSSUCIL 000z )

Copyright @ SAP AG 1993-2001

status statistic rmux logfile P logfile [ossucicwnn
] 250
50 200 —
dir
150
30
Loy
20
10 fale)
: ot—m [ m_ [
Calls Mir. AvE . Mz .

B ZIPPER (DSSUCIL sd0a0z)
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7/ — Usage of JSPM for AC 5.3 Installation

SADd

> Copy the AC5.3 installation SCA files to /usr/sap/trans/EPS/in/

> The JSPM is a tool that works similar to SDM and has to be started from OS level
of the server as user <SID>ADM from /usr/sap/<SID>/<CI>/j2ee/JSPM/go.bat

» AC 5.3 comes with the following sca files:
VIRCCO0O0 _0.SCA - Risk Analysis and Remediation
VIRAEOO 0.SCA - Compliant User Provisioning
VIRREOO 0.SCA - Enterprise Role Manager
VIRFFOO_ 0.SCA - Superuser Privilege Management
VIRACLPOO 0.SCA - Launch Pad
VIREPRTAOO 0.SCA - Enterprise Portal

> Deploy the first 4 SCA files first, then deploy the 5th SCA file.

> The last SCA file contains the RTA for the Netweaver Portal EP7.0 SP12+.
Deploy it to all your Netweaver Portal 7.0 servers in scope of your implementation.

» For more Details check Appendix A and E in the installation Guide.
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7 — JSPM: Provide SDM Password!

© SAP 2008 / Page 18

[ Java Support Package Manager H =]

! Info  Help

2 — - —_—

Log oh to the system

Log on with SDM password

SDM Passward

Before starding the patch process, we recommend that vou review JEPM User Guide and SAP Mote 891983 first.

Logon || Eat |

Process ID 14, name sappfpar has been finished, exit code 0.




7 - JSPM: Select ,,New Software*

© SAP 2008 / Page 19

ﬁF. Java Suppotrt Package Manager !EI

I Infa Help

= TFM|
LA

Select Package Type Specify Quaue Check Qiueus Deploy Queus Completad

Select a packane type and an MWD system role

To apply a support package stack, we recommend that you select the *“Support Package Stack” indicator. Otherwise you may
inconsistently update waur systern . For moare information, see 2P Stack Guide and SAP Mote 334537,
Forrecommended Java Wil settings, see SAP Mote 7239049,

The Inbox directary is Wwdfrm 2 450s apmatitrans\EFP Siin.

Select a package type to apply

O Support Package Stack

(O Java Support Package Manager (JSPM)
(1 Sinale Sunnnt Parkanes (advanced use)

® Mew Software Components
O Business and Enhancement Packages (advanced use)

O Install Additional Usade Type {advanced use)
Selectwhether the system is under MWD control and the respective MWD system role
MWDI Control

@ Mo MWDl control

x:,ﬂ =] =)

O ComMs

O TEST
O PROD

| Back | eyt || Cancel

Select Package Type




7 — JSPM: Select SCA Files
Deploy CC, AE, FF, RE First!
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[@# Java Support Package Manager

Infa Help

—il 2] El 4]

Select Packane Type Specify Queus Check Queue

Deploy Cluele Campleted

New Software Components > Specify Queue
Select new software components to deploy
Select new software components to deplay
Yendortame Target Release SPLevel Patchlevel | Details

B e
sap. com/ Y IRACLP skip | | Show Details
sap.comdWIRALE e 1 O BI Show Details
sap . com/YIRCC S30.FOR. 0.8 ]| Show Details
sap.com!VIREPRTA skip =I Show Details
Sap. com/ VIR 3. FHL 1 &| Show Details
sap.com/ Y IRRE |530.700.8.0 ]| Show Details

Back |

P et Cancel

IScan of Inhaox has finished. [&




8-10: User Data Sources

> Which User Data Source is UME connected to?
Local Database?
ABAP Backend System, for example CUA?
Corporate LDAP?

> Which Source will be used as RAR User Master Source?
Only Backend System possible

» Which Sources will be used as CUP User Data& User Details Data Source?
UME?
SAP Backend System, for example CUA?
Non-SAP Backend (JDE, Orcale, Peoplesoft)
Corporate LDAP?
» Microsoft Active Directory
» Sun One
> Novel e-Directory
> IBM Tivoli
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11-12 - Check SP Levels of your SAP Backend
Systems / Prepare RTA Installation

SADd

» Check requires SP levels for software components SAP_BASIS, SAP_ABAand
SAP_HR in the table below.

» For updates on these requirements and instructions on how to install / upgrade
the RTAs in your SAP backend systems, refer to the notes given in the table below

SAP_BASIS SAP_ABA SAP_HR SAP Notes
VIRSANH 530 46C  |SAPKB46C55 SAPKA46C55 1133161
VIRSAHR 530 46C _ |SAPKB46C55 SAPKA46C55  |SAPKE46CC3  |1133162
VIRSANH 530 620  |SAPKB62063 SAPKAG62063 1133163
VIRSAHR 530 620  |SAPKB62063 SAPKAG62063 SAPKE47066 1133164
VIRSANH 530 640  |SAPKB64021 SAPKAG4021 1133165
VIRSAHR 530 640  |SAPKB64021 SAPKAG4021 SAPKE50015 1133166
VIRSANH 530 700  |SAPKB70013 SAPKA70013 1133167
VIRSAHR 530_700 __ |SAPKB70013 SAPKA70013 SAPKE60013 1133168

© SAP 2008 / Page 22



13 - Plan Your System Landscape & Complete
Customer System Landscape Presentation

> Discuss with your basis team your system landscape for Access Control
> Do you plan for 2-tier or 3-tier Landscape for SAp GRC Access Control?

> How do you plan to connect your AC5.3 instances to your multi-tier backend
landscape?

> Learn about the Logical System Feature

> Complete Customer System Landscape Presentation on next slide.
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14 - Customer System Landscape
- Please Enter All SIDs, SP-Levels etc -

J2EE7.0| AC5.3 J2EE7.0| AC5.3
SP15 SP01 SP15 SPO1
AC5.3 DEV AC5.3 PROD

GRD GRP

RAR|SPM|CUP|ERM RAR|SPM|CUP|ERM

v——
ECC 6.0
DEV

SAP_BASIS
SP 13
SAP_HR
SP 26
RTA NH
SP 01
RTA HR
SP 01

Backend
DEV

ECC 6.0
QAS

SAP_BASIS
SP 13

SAP_HR
SP 26

RTA NH
SP 01

RTA HR
SP 01

Backend
QA

\'4
ECC 6.0
PRD

SAP_BASIS
SP 13
SAP_HR
SP 26
RTA NH
SP xx
RTA HR
SP xx

Backend
PROD
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Integration of a Two-Tier GRC Access Control
Landscape

HCM Transports HCM Transports HCM
(DEV) :1/,\ (QA) :l\l/ (PROD)

Connectors

Connector

HCM
ogica e Logical System
RAR (DEV Export/Import Utility RAR (PROD

Logical System

P ERP

Connector

Connectors

ERP Z’|> ERP :> ERP
ports Transports
(DEV) (QA) (PROD)

Logical Systems:

m Grouping of physical systems sharing the same risk rules

m Two-tier Access Control Landscape can connect to N-tier back end

© SAP 2008 / Page 25



Appendix A: Always apply latest Support
Packages for Access Control SADg

> Always apply latest support packages for Access Control 5.3 during Ramp-Up

» There are two types of AC 5.3 Support Packages:
For the AC 5.3 application on NW AS Java 7.00 itself (cummulative)
For the NH and HR RTAs in the backend (incremental)

» Content of all RTA Support Packages (Backend) is listed in the following notes:
RAR: 1168120 — CUP: 1168508 — ERM: 1168183 — SPM: 1168121

: Real Time Agent Installation (VIRSANH and VIRSAHR comprise the RTA compenent.)

Note Number Description

1138015 VIRSANH 530 46C Support Packages for 46C

1138109 VIRSAHR 530_46C Support Packages for 46C

11380186 VIRSANH 530_620 Support Packages for 620

1138020 VIRSAHR 530_620 Support Packages for 620

1138017 VIRSANH 530_640 Support Packages for 640 (ECC 500)
1138041 VIRSAHR 530_640 Support Packages for 640 (ECC 500)
1138018 VIRSANH 530_700 Support Packages for 700 ( ECC 600)
1138042 VIRSAHR 530_700 Support Packages for 700 ( ECC 600)

© SAP 2008 / Page 26



Copyright 2007 SAP AG
All rights reserved SAP

> No part of this publication may be reproduced or transmitted in any form or for any purpose without the express permission of SAP AG. The information contained herein may be
changed without prior notice.

>  Some software products marketed by SAP AG and its distributors contain proprietary software components of other software vendors.

>  SAP, R/3, mySAP, mySAP.com, xApps, XApp, SAP NetWeaver, Duet, Business ByDesign, ByDesign, PartnerEdge and other SAP products and services mentioned herein as well as
their respective logos are trademarks or registered trademarks of SAP AG in Germany and in several other countries all over the world. All other product and service names mentioned and
associated logos displayed are the trademarks of their respective companies. Data contained in this document serves informational purposes only. National product specifications may vary.

>  Theinformation in this document is proprietary to SAP. This document is aPreIimina% version and not subject to your license agreement or any other agreement with SAP. This
document contains only intended strategies, developments, and functionalities of the SAP® product and is not intended to be binding upon SAP to any particular course of business,
product strategy, and/or development. SAP assumes ho resq_onsibility for errors or omissions in this document. SAP does not warrant the accuracy or completeness of the information, text,
graphics, links, ‘or other items contained within this material. This document is provided without a warranty of any kind, either express or implied, including but not limited to the implied
warranties of merchantability, fitness for a particular purpose, or non-infringement.

>  SAP shall have no liability for damages of any kind including without limitation direct, special, indirect, or consequential damages that may result from the use of these materials. This
limitation shall not apply in cases of intent or gross negligence.

>  The statutory liability for personal injury and defective products is not affected. SAP has no control over the information that you may access through the use of hot links contained in
these materials and does not endorse your use of third-party Web pages nor provide any warranty whatsoever relating to third-party Web pages

>  Weitergabe und Vervielféltigung dieser Publikation oder von Teilen daraus sind, zu welchem Zweck und in welcher Form auch immer, ohne die ausdriickliche schriftiche Genehmigung
durch SAP AG nicht gestattet. In dieser Publikation enthaltene Informationen kénnen ohne vorherige Ankiindigung geéndert werden.

>  Einige von der SAP AG und deren Vertriebspartnern vertriebene Softwareprodukte kénnen Softwarekomponenten umfassen, die Eigentum anderer Softwarehersteller sind.

>  SAP, R/3, mySAP, mySAP.com, XApps, XApp, SAP NetWeaver, Duet, Business ByDesign, ByDesign, PartnerEdge und andere in diesem Dokument erwahnte SAP-Produkte und
Services sowie die dazugehdrigen Logos sind Marken oder eingetragene Marken der SAP AG in Deutschland und in mehreren anderen Landern weltweit. Alle anderen in diesem Dokument
erwahnten Namen von Produkten und Services sowie die damit verbundenen Firmenlogos sind Marken der jeweiligen Unternehmen. Die Angaben im Text sind unverbindlich und dienen
lediglich zu Informationszwecken. Produkte kdnnen landerspezifische Unterschiede aufweisen.

>  Die in diesem Dokument enthaltenen Informationen sind Eigentum von SAP. Dieses Dokument ist eine Vorabversion und unterliegt nicht Ihrer Lizenzvereinbarung oder einer anderen
Vereinbarung mit SAP. Dieses Dokument enthalt nur vorgesehene Strate%ien, Entwicklungen und Funktionen des SAP®-Produkts und ist fur SAP nicht bindend, einen bestimmten
Geschéftsw%g, eine Produktstrategie bzw. -entwicklung einzuschlagen. SAP Ubernimmt keine Verantwortung fur Fehler oder Auslassungen in diesen Materialien. SAP garantiert nicht die
Richtigkeit oder Vollstandigkeit der Informationen, Texte, Grafiken, Links oder anderer in diesen Materialien enthaltenen Elemente. Diese Publikation wird ohne jegliche Gewahr, weder
ausdrucklich noch stillschweigend, bereitgestellt. Dies gilt u. a., aber nicht ausschlief3lich, hinsichtlich der Gewahrleistung der Marktgangigkeit und der Eignung fur einen bestimmten Zweck
sowie fur die Gewahrleistung der Nichtverletzung geltenden Rechts.

>  SAP Ubernimmt keine Haftung fur Schaden jeglicher Art, einschlieBlich und ohne Einschrénkung fur direkte, spezielle, indirekte oder Folgeschaden im Zusammenhang mit der
Verwendung dieser Unterlagen. Diese Einschrankung gilt nicht bei Vorsatz oder grober Fahrlassigkeit.

>  Die gesetzliche Haftung bei Personenschéaden oder die Produkthaftung bleibt unberihrt. Die Informationen, auf die Sie mdglicherweise lber die in diesem Material enthaltenen
Htc))tllnks zugreifen, unterlleggn nicht dem Einfluss von SAP, und SAP unterstiitzt nicht die Nutzung von Internetseiten Dritter durch Sie und gibt keinerlei Gewahrleistungen oder Zusagen
Uber Internetseiten Dritter ab.

> Alle Rechte vorbehalten.
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