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> We belong to the GRC Regional Implementation Group (RIG) located in USA,
Germany and India

> As recognized experts, our mission is to enable others to successfully implement
SAP GRC solutions.

> We ensure:
high-adoption rates,
100% customer satisfaction, and customer references.

> We are committed to continuous improvement of GRC products and services
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RIG Installation Methodology

> We recommend the following installation methodology

Install SAP Netweaver AS JAVA 7.0 SP12+

Run Pre-Installation Flash Movie

Deploy Access Control Software (including latest Support Packages)
Run Post-Installation Flash Movie
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a
b.

o

Post-Installation Risk Analysis and Remediation
Post-Installation Superuser Privilege Management
Post-Installation Compliant User Provisioning
Post-Installation Enterprise Role Management

» Part I: Configuration

» Part ll: Testing SAP GRC Default Process

Start Customizing Access Control 5.3 according to customer requirements



1. Role Definition

2. Authorization Data
3. Derive Roles

4. Risk Analysis

5. Approval

6. Role Generation

7. Testing
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1 — Role Definition

SADd

> Create a Role. Select role attribute first and observe automatic generation of role
name. (except free text sections). Naming convention is enforced upon save.

> Select Functional Area and check that Approvers have been added based on the
Approver Criteria that you created previously.

Role Management Informer Configuration

= Role Library Create Role
= Role Designer
Roles Definition Define Authorization Derive Roles Rizk Analysis Approval Role Generation Testing
-
| System Landscape* IERP SAP Landscape Ll | Role Name* GT10_PR_PRO1_VENDOR_MASTE
= Zearch
« Role Comparison | Rele Type* | single | | Description® GT10 P2P Yendar Master Mairt
¥ Change History | Business Process* [Procure to Pay | | Profile Mame GT10PRPRO101
} Mass Maintenance ' -
| Sub-Process* IVendor Master Maintenance LI | Profile Description GT10P2P Vendor Master hairt
| ProjectRelease IGIobaI Template “ersion 1.0 LI
| Rale Statuz* IDeveIopment LI

Detailed Description Functional &rea Approvers Custom Attributes

Dezcrigtion free text I

Save
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2 — Authorization Data (1/3)
- Functions

> Click on ,Authorization Data“ and add transactions either in buckets of the
Functions defined in RAR or manually. If you add RAR functions, check that the
transactions assigned to the selected functions are automaically added into the
Transactions tab.

ﬁ%thurizatiun Data e

| Role:  GT10_PR_PROM _WENDOR_MASTER - GT10 P2P Yendor Master Mairt @ System Landscape:  ERP SAF Landscape

PRO1 - “endor Master Maintenance

I Authorization Data e

I | Role: GT10_PR_PRMM _WENDOR_MASTER - GT10 P2P Wendor Master Mairt @ System Landscaps:  ERP SAP Landscape

Create Vendor (Accounting)
Change Yendor (Accourting) PR
E, E Block Yendor (Accounting) PRO1
Mark endor for Deletion (Acctng) PR
Save | Back ta Rale De Create Yendor PRO
Create goods vendor FRO1
Create payment recipient PR
Create invoicing party FRO1
Creste carrier PRO1
Create ordering address PRO1

-
Save | Back to Role Defintion %
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2 — Authorization Data (2/3)
- Objects SAR4

> Enter tab Object by Class

Role Edit Goto Utiities() Systern Help

@ D aBIC@ae LR han BE @B

> Click on Maintain in PFCG

[ omerme | 21|

Rale
Role 6710_PR_PRO1_YENDOR_MASTER
E t b k d & | Description GT10 P2P Vendor Master Maint
n r C n u r | W r @ - Description  [ERUCUTIINE W@ User | Minipps | ¢ Personalization
Administration Information Transastion Inheritance
Created Changed Derive from Role
- . . - - user AC_ADHIN AC_ADHIN
> Maintain Authorizations in PFCG and save o e e
. Time 10:25:17 18:25:18
Long Texd
| @@l

Description free text

> Log off from backend

Authorization Data

[ Lt cot Ln1-Ln1 o1 lines

| Role: GT10_PR_PROM_WENDOR_MASTER - GT10 P2P Wendor Master Mairt | ¥ Authorization saved successfully
Authorization Data

4

| Role: GT10_PR_PRO1_VENDOR_MASTER - GT10 P2P Vendor Master Mairt &5 Sy

Functions Transactions

|:::|t:|j.5e|::t:5: E|-:,.- Clazss

[ o ravorites exist

= _ " .
©OO STAMDARD  Cross-application Authorizetion Objects  ARAI Fole iz currently opened in PFCG for editing Autharization Data
t @OO =STANDARD  Financial Accounting  Fl System : ERP-DCX
+ @OD STANDARD  Materials Managemert: Purchazing MM_E
+ @O@ STANDARD Treasury Mansgement  TRTM Synchronize Authorization Data | Cancel |
SAP GUI Shorteut- Lagaon (ERP-O ., Thfeg.
TQ) Type pour uzer name and password
User Mame: AC_ADMIN I
Password: Rsaiad|
| Log On | | LCancel
| b

Save Back to Role Defintion arg. Le:&E Acle] Ohject | aintain in PFCG




2 — Authorization Data (3/3)
- Synchronize ERM with PFCG SAR4

> |If PFCG is not started, check whether URL of ERM is entered as trusted site in
the security settings of your browser!

> After PFCG maintenance and backend log-off, click on Synchronize Authorization
Data. If configured, you have to enter ticket number upon saving.

¥ Authorization saved successiully
Authorization Data &

| %IE: GT10_PR_PRO1 _VEMDOR_MASTER - GT10 P2P “endor Master Maint 'aa System Landscape:  ERP SAP Landzcape

Role is currently opened in PFCG for ediing Autharization ¥ Role synchronized successfully
System : ERP-DCH Authorization Data &

. : . | Role: GT10_PR_PRO1_WEMDOR_MASTER - GT10 P2P Yendor Maszter Maint @ System Landscape: ERP SAP Landscape
Synchranize Authorization Dats Cance

Functions Transza ctions Ohjects By Transa ction
t @O@ MANTANED Cross-application Authorization Ohjects  AAAB
t @O@ MANTAINED Financial Accourting  Fl
t @O@ STANDARD Materials Management: Purchasing  MBM_E
t @O@ STANDARD Treasur v Management  TRTR

Ticket Humber Generation

Enter Ticket Mumber 12345

Remarks Mew ile for WM maintenance
creat

Save J Back to Role Definition Oryg. Levels Acld Object Mairtain in PFCG

ﬂ Cancel

Y SAF ZUUT T Faye o



3 — Derive Roles (1/2)
- Create Derived Roles SADg

> Click on Derived Roles, enter value range of primary org level, complete the role
name according to the naming convention and click Continue

Change Role 0 & &
| System Landscaps" ERP SA4P Landscape | Role Name* &T10_PR_PROT_VENDOR_MASTE
| Reole Type Single: % | Description’ GT10 P2P Wendor Master Maint
| Busiress Process* Procurs to Pay = | Frofile Name GTI0PRPROTC
| Sub-Process® “endor Master Meintenance | Profile Description GT10 P2P Wendar Master Maint
| Projecteisase” Global Tempiate Yersion 1.0 ¥
| Role Status* Development -
Functional Area Approvers Custom Attributes Org. Levels Risk “iolations
Save Change History Authorization Data Derived Roles

Create Derived Role

| Derived Org. Level® Company Code (BUKRS) |

| walue From: 1000 D
| walue To 2000 D
| Derived Raole* PR_PROM_EMDOR_MASTER_001

| Detived Raole Description® GT10 PR WM Maintenance - B Central Euru:upe|

| Profie =YS_GEM 1

Continue

© SAP 2007 / Page 9



> If org level mapping exists, other org levels are filled-in automatically. If not, they

can be maintained manually. Save.

1000

System Landscape: ERP SAP Landscape

| Master Role: GTI0_PR_PROM _WENDOR_MASTER - GT10 P2P Yendar Master Maint &3
| Derived Role: GT10_PR_PROM _VENDOR_MASTER_001 - GT10 PR WM Mairtenance Certral Europe
1000 2000 =
=

[~ |Company Code (BUKRS)
[~ |Purchasing Organization (EKORG)

—

v Derived roles saved successfully

| Master Rale:  GT10_PR_PROM_VENDOR_MASTER - GT10 P2P Yendar Master Maint G50

System Landscape:  ERP SAP Landscape

I
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) |
GT10PR %M
= [T | Company Code (BUKRS) 1000 2000 GT10_PR_PRO1 _WEMDOR _MASTER_O01 Mairtenance Central SYS_GEM_1
| save ||| Ful Authorizstion Europe
I
Create | | Change | | Delete | | Generate | | Save | | Back to Role Definition




> Click on Risk Analysis and select Analysis Criteria

| Sub-Process*
| ProjectRelease*

| Role Status*

Global Template Version 1.0
Ceveidie

ingie.
[Procwetopay =]
[ @labal Tempiete Version 1.0 ]
-

| Profile Description

& &
| System Landscape* ERP SAP Landscape | Role Name* GT10_PR_PRO1_VENDOR_MASTE|
| Role Type® E | Description* GT10 P2R Vendor Master Maint
| Business Process* Procws fo Pay | Profile hame

T10PRPRO1
GT10 P2P Vendor Master Maint

Deseription free text

Save | | Crangetistory | | suthorization Data

Derived Roles Risk Analysis
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| Rale:  GT10_PR_PRO1_VENDOR_MASTER - GT10 P2P Vendar Master Maint 0 Systemn Landscape:  ERP SAP Landscape

Analysis Level IRole

Analysis Type IObject

System |ErP-DCH

Detalled View

Conflicting




> If no risks are found:

v Risk Analysis performed successfully; No risks found

-
| Rele: GT10_PR_PROM_VEMDOR_MASTER - GT10 F2P Vendor Master Maint @ System Landscape: ERP SAP Landscape
| &nalysis Level |Role
| Analysis Type IObjEC‘E
| System IDC}{
Detailed WView

=g

Conflicting Chjects
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4 - Risk Analysis (3/3)
- Results: With Risks

> If risks are found: Summary & Detailed View

v Risk analysis performed successfully
Risk Analysis

| Role:  GT10_PR_PRO1_YENDOR_MASTER - GT10 P2P Yendor Master Maint e

Analy=is Criteria

| Analysis Level |Role ﬂ
| &nalysis Type |Objed =l
| ystem [ocx =l

ﬂ Simulate

PO0S00I01 Create Purchase Crder (ME21) & Creste Purchase Order (ME21)

System Landscape:  ERP SAP Landscape

Maintain & fictitious wendor

Risk Analysis

PO0S00KDT Create Purchase Crder (ME21) & Creste Purchase Order (ME21)

Maintain & fictitious wvendor

Analysis Criteria

| Analysis Level

PO0S00801 Create Purchase Crder (ME21) & Create Purchase Order (ME21)

Maintzin & fictitious wvendor

| Analysis Type

| System

POOS00Z0 Create Purchase Crder (ME21) & Creste Purchase Order (ME21)

Maintzin & fictitious wendor

POOS00F Create Purchase Order (MEZ21) & Creste Purchase Order (ME21)

Mairtzin & fictitious wendar

POOE00&01 Create Purchase Order (ME21) & Creste Purchase Order (ME21)

Maintzin & fictitious wendar

| Fole: GT10_PR_PROM _VENDOR_MASTER: - GT10 P2P Vendor Master Maint €

Role -
Object -

(o] | simuete

Object Level Analysis -Detailed View

Dietalled View

System Landscape: ERP SAP Landscape

&
Summary Vie
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POOBOTSM Maintain a fictiious vendor and intiste purchase to vandor, Coicting B_EUPA_RLT | B_BUPARLT  |AcTwT o1 02
Contlicting
PO0BOSTON Maintain = fictitious vendar and infiste purchase to vendor BELPARLT  BLBUPARLT | ACTYT o 02
Conflicting
PO0BOSTON Maintain = fictitious vendar and intiste purchase to vendor BEPARLT  |BBUPARLT | ACTVT o 02
Conflcting
POOSOSTOM Mairtain & fictitious vendor and inftiste purchase to vendar, B_BUPA_RLT B_BUPA_RLT ACTYT 0 02
Transactions
PO&01TON Mairtain a fcttious vendor and infiste purchase to vendar C2MIENg BELPARLT  |BBUPARLT | ACTVT o 2
A ; Contflicting
PO0BO7S01 Meintsin = ficttious vendor and initiste purchase to vendor BBUPARLT  BLBUPARLT  ACTVT ot 02
Conflicting
PO0BOOTON Maintain = fictitious vendar and intiste purchase to vendor BEPARLT  |BBUPARLT | ACTVT o 02
Conflcting
PO0B02TON Mairtain & fictitious vendar and infiste purchase to vendor BEPARLT  BLBUPARLT | ACTVT 0 02
Conflcting
POOBOSSO1 Mairtain & fictitious vendor and inftiste purchase to vendar) B_BUPA_RLT B_BUPA_RLT ACTYT 0 02
Transactions
POOBO4SM Maintain a fictitious vendor and intiste purchase 1o vandor,oicting B_EUPA_RLT  B_BUPA_RLT  |AcTWT o1 02
A ; Contlicting
PO0803S01 Meintsin s fictious vendor and initiste purchase to vendor BBUPARLT | BEPARLT | ACTVT ot 02
Contlicting
PO0BO4TON Maintain = fictitious vendar and infiste purchase to vendor BELPARLT  BLBUPARLT | ACTYT o 02
Conflcting
POOB02S01 Mairtain & fictitious vendor and inftiste purchase to vendar) B_BUPA_RLT B_BUPA_RLT ACTYT 0 02
Transactions
Conflcting
POOSO3TOM Mairtain & fictitious vendor and inftiste purchase to vendar, B_BUPA_RLT B_BUPA_RLT ACTYT 0 02
Transactions
S =




5 - Approval (1/3)

- Approval in ERM

> Role Approval allows for comments, kicks-off an approval request in CUP and
turns role into read-only mode until approval in CUP happens

| Business Process* Procure 1o Pay - | Prafiic ame

| Sub-Process® lm | Profile Description
| ProjectRelesss [Gloal Tempiete Verson 10 =]

| Role Status* [Deveiopment =]

Description free text

Change Role @] ;] 0
D oo DatveRoes o Rekas e Fote enerson resng

| System Landscape* ERP SAF Landscape | Role Hame* STI0_PR_PRO1_VENDOR_MASTE

| Rale Typet Single | Description* GT10 P2P Vendor Master Maint

Save Change History Autharization Data Derived Roles | Risk Analysis pproval |

GT10PRPROT

GT10 P2P Wendor Master Maint

Requester's Comments

Comments raole ak

ﬂ Cancel

¥ Role submitted for approval; Compliant User Provisioning request number is 4

| ProjectRelease” Global Template Version 1.0
# | Role Status* Development

Description free text
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Change History Authorization Data Derived Roles ‘ [% Rizsk &nalysis

Spproval

ystem Landscape andscape ole hame

System Land: i ERP SAP Land: Role M i

| Role Type* Single | Description*

| Business Process* Procure to Pay | Profile Mame

| Sub-Process® wendor Master Mairtenance | Prafile Description

Approval

& &

Role Generstion Testing

GT10_PR_PROM_YENDOR_MASTER
GT10 P2P Vendar Master Maint
GT10PRPRO1

GT10 P2P Vendar Master Maint




5 - Approval (2/3)
- Approval in CUP - Inbox

> Approver logs on to CUP and finds request for role approval in his inbox.
Remember that approvers require AEApprover UME role!

» Tab rider reveal details of the role to be approved, for example its risk content

w SAP GRC Access Control u,,I

Compliant User Provisioning

Welcome Admin Access Controls

Help | Ahout | Logoff

|05.l“23.l’2008 Admin Access Controls(AC_ADMIM) 123159999 ER
Approval

praoed [l T
P GRC Access Control < “"~ =g P GRC Access Control p
mpliant User Provisioning Welcome Adrin Access Cortrols Help | Aboud [ Logoft mpliant User Provisioning Welcome Adimin Access Cortrols Help | About | Logoff N
‘Request Number : 5 . Request Number : 4
General Information. General Information
System Landscape ERP SAP Landscaps Reguest Type RE_ROLE_AFFROVAL System Landscape ERP SAP Landscape Request Type RE_ROLE_APPROVAL
Role Type Single Role hame GT0 PR PR VENDOR MasTER € Role Type Single Role Name GT10 PR PRO1_VENDOR MASTER B
Procureto Pay GT10P2P endor Master Maint Business Process Procure to Pay Description GT10 P2P Vendor Master Maint
Vendor Master Meitenance GT1OPRRRO! Sub-Process Vendor Master Maintenance Profile Name GTI0PRPRO1
Global Template Version 1.0 GT10 P2P Yendor Master Mairt Project Release Global Template Version 1.0 Profile Description GT10 P2P Vendor Master Mairt
Reduestor Comments ok
i isk Vi ns i
Conflicting 7 46 Conflicting Transactions [|
Criieal Transactions 2 Critical Transactions [| 0
Conflicting Objects 9 Contfiicting Objects | 0
Critical Objects [| 0 Critical Objects || 0
approve | Hold Approve | Hold
S
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> In fact you need to approve twice — first it turns yellow and then green.

SAP GRC Access Control
Compliant User Provisioning

Wiglcome Admin Access Controls Help | About | Logoft

! e . . i
EE’:’;‘&':O:L(E;;;FROVAL 1. ERM Role Approval { Status : In Progress )

[Admin Access Controls(AC_ADMIN)]

|Reques1 Humber 4 Status Open Apprnual Due Date 12/31/9939

w SAP GRC Access Control
Compliant User Provisioning Welcome Admin Access Controls Help | About | Lagori

[*]

pproved and closed

'ERM_ROLE_APPROVAL
(Status : APPROVE) 1. ERM Rale Appraval ( Status : Approved )

[Admin Access Controls(AC_ADMIN)]

| Request Humber 4 Status Closed Approval Due Date 12/31/9993

System Landscape ERF SAP Landscape Request Type RE_ROLE_APPROV AL
Rale Type Single Rale Mame: GT10 PR PRO1_VEMNDOR MASTER -]
Business Process Pracure to Pay Descrigtion GTI0P2P Yendar Master Mairt
Sub-Process Wendor Master Maintenance Prafil Name GTI0PRPRO1

Froject Release Global Template Version 1.0 Profile Description GT10P2P Yendor Master Mairt

Requestor Commerts ok

Descnmmn fres text

| Admin Access Controls(AC_ADMIN)
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> Click on Generate

[55 L

Testing

| System Landscape*
| Rale Type

| Business Process*
| Sub-Process*

| ProjectReleaset

| Role Status*

ERP SAP Landscape
Single

IPrl:n::ure to Pay

IVendor Master Maintenance

IGIDbaI Template Wersion 1.0

I Development

| Role Hame*
| Description®
| Prafile Mame

| Profile Descrigtion

|GT10_PR_PRO1_YENDOR_MASTE|

\GT10 P2P endor Master Maint |

\GT10RRPROY |

(GT10 P2P Yendor Master Maint |

Detailed C

Description free text

| Save | |

Change Histary | | Authorization Data

| | Risk Analysis

Approval

I Generate I
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> Master & Derived Roles for Role Generation are listed. Run it!

| Master Role:  GT10_PR_PROM_YEMNDOR_MASTER - GT10 P2P Wendor Master Maint 0 System Landscape:  ERP SAP Landscape

|
ERP ECC 6.0 DCX

LIE] oo

GTI0_PR_PRO1_VENDOR_MASTER_001 | GT10 PR %M Maintenance Central Europe

-
| Master Rols: GT10_PR_PROM _WEMDOR_MASTER - GT10 P2P Yendor Master Mairt System Landscape:  ERP SAP Landscape
GT10_PR_PROM _WEMDOR_MASTER ERP ECC 6.0 DCH(DCHY | FriMay 23 12:31:46 CEST 2005 Sucocess

oregofiy

GT10_PR_PRO _WVENDOR_MASTER_001 ERP ECC 6.0 DCR(DCK)  |FriMay 23 12:32:05 CEST 2008

| BacktoRole Defintion |
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> Click on Test Results. Each test case makes up one line item. You can upload a
spreadsheet of pre-defined format. Click red arrow for a template.

Single

Pracure to Pay ~|

ERP SAP Landscape

Global Template Version 10 |
Development ~|

s
| Profile Name
| Profile Descrigtion

Save | Autherization Data

| | DerivedRoles

| | Riskanalysis | | approval

| Role: T10_PR_PRO1_WENDOR_MASTER - 3T10 P2P Yendor Master Maint &

[ | 053008 0

120000

|Admin Access q @

Caze PR-VDOD

Systemn Landscape:  ERP SAP Landscape

|SUCCESS

E=

© SAP 200

SR [ ] o Diviload Tempae




> Click on the paper-clip icon to upload information on additional test cases

| Role: GT10_PR_PRO1_VEMDOR_MASTER - GT10 P2P Wendor Master Maint O System Landscape:  ERP SAP Landscape

5123108 12:00:00 ac_admin Case PR-VDOOM SUCCESS

| Date: 5723008 12:00:00 Tested By:  ac_admin Test Caze:  Case PR-YDOO1 Test Result Description:  success

| File 1 [ I

| File 2 [

I e | Bowse.. %

Uplozd

> You are done!
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changed without prior notice.

>  Some software products marketed by SAP AG and its distributors contain proprietary software components of other software vendors.

>  SAP, R/3, mySAP, mySAP.com, xApps, XApp, SAP NetWeaver, Duet, Business ByDesign, ByDesign, PartnerEdge and other SAP products and services mentioned herein as well as
their respective logos are trademarks or registered trademarks of SAP AG in Germany and in several other countries all over the world. All other product and service names mentioned and
associated logos displayed are the trademarks of their respective companies. Data contained in this document serves informational purposes only. National product specifications may vary.

>  Theinformation in this document is proprietary to SAP. This document is aPreIimina% version and not subject to your license agreement or any other agreement with SAP. This
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graphics, links, ‘or other items contained within this material. This document is provided without a warranty of any kind, either express or implied, including but not limited to the implied
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> SAP shall have no liability for damages of any kind including without limitation direct, special, indirect, or consequential damages that may result from the use of these materials. This
limitation shall not apply in cases of intent or gross negligence.

>  The statutory liability for personal injury and defective products is not affected. SAP has no control over the information that you may access through the use of hot links contained in
these materials and does not endorse your use of third-party Web pages nor provide any warranty whatsoever relating to third-party Web pages

>  Weitergabe und Vervielféltigung dieser Publikation oder von Teilen daraus sind, zu welchem Zweck und in welcher Form auch immer, ohne die ausdriickliche schriftiche Genehmigung
durch SAP AG nicht gestattet. In dieser Publikation enthaltene Informationen kénnen ohne vorherige Ankiindigung geéndert werden.
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>  SAP, R/3, mySAP, mySAP.com, XApps, xApp, SAP NetWeaver, Duet, Business ByDesign, ByDesign, PartnerEdge und andere in diesem Dokument erwahnte SAP-Produkte und
Services sowie die dazugehdrigen Logos sind Marken oder eingetragene Marken der SAP AG in Deutschland und in mehreren anderen Landern weltweit. Alle anderen in diesem Dokument
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>  Die in diesem Dokument enthaltenen Informationen sind Eigentum von SAP. Dieses Dokument ist eine Vorabversion und unterliegt nicht Ihrer Lizenzvereinbarung oder einer anderen
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Richtigkeit oder Vollstandigkeit der Informationen, Texte, Grafiken, Links oder anderer in diesen Materialien enthaltenen Elemente. Diese Publikation wird ohne jegliche Gewahr, weder
ausdrucklich noch stillschweigend, bereitgestellt. Dies gilt u. a., aber nicht ausschlief3lich, hinsichtlich der Gewahrleistung der Marktgangigkeit und der Eignung fur einen bestimmten Zweck
sowie fur die Gewahrleistung der Nichtverletzung geltenden Rechts.

> SAP Ubernimmt keine Haftung fur Schaden jeglicher Art, einschlieBlich und ohne Einschrénkung fur direkte, spezielle, indirekte oder Folgeschaden im Zusammenhang mit der
Verwendung dieser Unterlagen. Diese Einschrankung gilt nicht bei Vorsatz oder grober Fahrlassigkeit.

> Die gesetzliche Haftung bei Personenschéaden oder die Produkthaftung bleibt unberiihrt. Die Informationen, auf die Sie mdglicherweise Uber die in diesem Material enthaltenen
Htc))tllnks zugreifen, unterlleggn nicht dem Einfluss von SAP, und SAP unterstiitzt nicht die Nutzung von Internetseiten Dritter durch Sie und gibt keinerlei Gewahrleistungen oder Zusagen
Uber Internetseiten Dritter ab.

> Alle Rechte vorbehalten.
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