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1. Business Scenario

As part of business requirement, a user may have to go through some training while requiring access
to operate certain critical transactions. To cater to this requirement; CUP has the functionality for
configuring Training and Verification systems. It enables the customers to write their own
implementation of the verification process for assigning a role.

2. Background Information

The solution proposed in this document enables users to configure Integration of CUP and the
corresponding Training and Verification systems. Customers can write a custom webservice
implementation wrapper over their training system to enable the Compliant User Provisioning
application to communicate and verify if the User who is requesting the role has attended that training
or not.

Training verification can be configured at role level for multiple training systems. These training and
verification systems validate if a user has gone through certain trainings and based on that it
provisions roles to users.

3. Prerequisites

e SAP GRC Access Control 5.3 should be installed and configured.

e The required Training and Verification system should be in place.



4. Key Features and Configurations

Ability to configure and verify with more than one Verification/Training system per Role.
Ability to verify on request submission

Verify on Submit — configurable at Role-Verification system level.

YV V VY VYV

Ability to set up verification/training as a detour condition.
o Verification/Training Failed : Request Level Detour condition :

If this detour condition is satisfied (verification failed), the complete request will be
detoured to the new path

o0 Roles with Verification/Training Failed : Request will split into 2 paths :

Roles for which the detour condition is satisfied (verification failed) will be detoured to
the new path, other roles will take the main path

»  Only Roles that are configured for verification will be evaluated.

> Ability to enable/disable verification system per role

4.1 Web service Implementation

1) Once the web service for training and verification system is in place; create a connector for
Training and Verification system.

2) As part of web service implementation, the training and verification check will be performed
during Request Submission and a detour will be configured for it.

3) While creation of request, roles are requested for which training and verification is required.

4) If web service fails then detour will be followed.

4.2 Connector configuration for Training and
Verification system

1) From the Create Connector option of CUP, Create the connector with required parameters.
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'HRTRAINDOS ]
Short Description” VERIF 01 HR Train 5 ]
Description 'HR Training 005 |
Web Serices URI® http:/i10.48.121.186:53000/RoleVerificatior
User ID* ‘admin ]
Password* (assessessessessenses |
System Language ‘en ]
HR System* |Nn =1
Connector Categary [Production =l

Test Connection

[&lbone T ememes

4.3 Associate connectors to roles

1. Associate Training connectors to the roles that require training verification

=] I ol Aboutl i

Connector Type* SAP B Business Process* |

D Approver for Child Role

Role Mame* Sub-Frocess [Wyswbproc11 =]
Description Role Reaffirm Period [
{months )
Type® [singe ] Last Role Reaffirm Due
Role/Frofile” [Role = Comments Mandatary e -
Critical Level* lm Consider Parent Role No hd
]

VERIF 01 HR Train 5§ -

[VERIF 02 =l

[ R A
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4.4

Verify On Submit - If Training and verification
fails during request submission.

* select Roles

X Verification failed for User:[ARUKALA] requesting Role: [RV01]. Verification/Training System: [HRTRAINOO5-VERIF 01 HR Train 5] Message: Result 1,
Training not attended

Select the System™ [sAP 03 Connector 1 =l
Select the Type of Access* [Roles =l
Application Area [an B
Business Process [-setect- |
Sub Process [-select- =l
Role/Profile Name R*

Role/Profile Description

Functional Area [an =l
Gompany [ El

6o

[# SAPD3 RVO1 =] Role Verification 01 01182008 T 12/21/9999|77 Guest ADD
Connector 1~
Continue Cancel Existing Roles

|21 Done

[T e ntemes
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4.5 Detour Configuration: If training and verification
fails.

P

LI “ Workflow Stage Detour
¥ Request C

+ Request Type

&Ly e 00O
- Priority (T WedowType  Pam  Sge  Aden Condfion  Vaue DewwPam "

» Application Configuration [ | Access Enforcer FRIO_HIGH PRIO_HIGH Save Verification/Training Yes DT_HIGH
o e yre Gr =) Failed - Request Level
Verification/Training
::::ﬁ;a 9es Failed - Request Level
- = Role Verification/Training
e Yes  TESTP2

Failed - Role Level
= Attributes Access Enforcer TESTP2 TESTSTAGE1 Save S0D Violations Mo TESTPZ

Access Enforcer TESTPZ TEST2 Save Yes TESTP2

-
™ Access Enforcer TESTP2 TESTSTAGET Save
-

= User Registration
= Custom Fields
= End User Personalization

= Initiator
« Custom Approver Determinz

+ Stage | WordlowTyper  Pa" Stage’  Adion” Comdon"  Vaue DetowFah®
Access Enforcer ~| |PRIO_HIGH = SECURTY = Save ~| | Verification/Training Failed - Request Level =] |Yes ~| |DT_HIGH =

Detour/Fork
. Email Reminder Create | | change | | Deiete | | save | | cancel |

« Escape Route
« Auto Provisioning
« CUA System
- SMTP Server
« Stale Requests
» Request
+ Field Mapping
¥ Approvers
¥ User Review
» Change Log
» Connectors
= Authentication
= User Data Source
» HR Trigger
» Roles
= Background Jobs
P User Defaults
= Attachments
¥ Maonitoring
= Miscellaneous -
] »

felpare S A T —

B Verification/Training Failed - Request Level
B The entire request follows the detour
B Role Verification/Training Failed — Role Level
B The request will split with only failed roles following the detour

B The other roles continue on the main path
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SAP GRC Access Control

w Compliant User Provisioning

Vimicme TP GRCALM

oty dbcnt | e

%‘?

e - o 51

+ Empioyee Type Corigurd _—
» Mumger Rarges
- el TR TR T B—
= Mligaton Complert User
- o ot ey s Sem 500 Viesora Yes 500 pETOUR
« Sarvice Level e AN STOOMILCOO0  Sew 50O Vione Ve PATLDERD
‘m [ User ccess Brview LR PATH A REVEAMR Sew Boma AN Bamce ASon Ve LAR_DETOLR

st Level

g Faied - Role Level

Verification/Training Faled - Req

Role Verification/Trs

4.6 Technical Definition for the Web Service to be
implemented by Customers / Partners:

INPUT:

GRC will provide the request data and roles to verify as input to the customer web service and
using these details web service should verify and set the response for each role that is verified.

REQUEST

R verifyw
El-+—5 parameters (test. iy imes. o1 . Werify)

1+ 5 werificationRequest (test. fpmes. WVeriffcstbion Sy sterm Raeguesto 7)) T MuLL

=5 (test. iy pes. UserfRoleToWierife-) T MuULL
actualResult (Trnteger) O
expectedResult (Trntesgsr) O

messags (Stringl

roleProfCrispMName (String)
roleProfMarme ((Strirrg)

syseShortDesc (Strirng)

=yetem (Strirg)

userld (Strirng)

El5 applications (test. tvpes.ApplicaticnDTof i) T ISKIP
=-S5 (best. tyvpes. AppliicationDT o) TTNULL
altapprowerld ((String) =sxIpe
altapprowverMarme (Strirng) IsxkIye
applicationType ((Strirng,) swkIfe
approwverld (Strirng) I sKIP
approwverhlame ((Strirrg) I sKIpP
client (String) =sxkIp
description [((Strirmng) IsxkIye
shortDesc ((Strirng,) D swIy
svwsId (Stringl sKIP
- bussProc (String) I sKIp
M company (Strimog ) D swIp
E-+—5) custamFiselds (test. tyoes. CustormSielidoT o 7)) MskIe B
El 5] (test tppes. CurstorntFiaelcdOT o) T MLl
L dataTwpe (Stringl? MsKIP
[ fieldLabel (String) mMsxIy
{1 fieldMName ((Strirg} swIp
L fieldwalue ((Strirrg) rsKkI/F
-1 dueDate (Fawa.wubil. GregorianCalendar) [2008-02-25 T07:00:15.042 T sxIe
L employveeType (Strimng) I sKIP
- functionalbarea (String) mMsxKIye
- location (String ) sKkIp
Y managerld CStrirg) MIsKkI/F
- priority (String) MsxIe
- regMo (String? rsKIP
- reguestCategory (Strirng) I sKIpP
- reqguestDate (Fawva.ubil. GregorianCalendar) [2008-02-25T0O07.00: 18 042 M sSKIP
Y requestType (Strirng) MsKkIye
{1 requestorid ¢Strimo) rskIpP
[ workflowStatus (String} sKIpP
=5 userfRolesTowverify (test tvpes. UserRoleToWerif-d F) TNMuLL [E

ITskIirm
rMTskirs
mskIie
rsKIe
rsKIe
rrskirm
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OUTPUT

The Customer/Partner web service must return the result in the following format.

Response
W verify
EIE rezponse (test.types.pl. VerifyResponses)
Elifﬁ Rezponse (test types, WerificationSystemAssponss0TO)
[ FAILURE (Integer) -1
[ sUCCESS (Integer) )
) message (String) Verification brocess suc
=[] returnCode (Integer) 0
EI-E uzerfolesToVerify (test. types. UserRoleToVerify(])
Elﬁ (test. types, UssrRalsTolWerify)
actualRe=sult (Tntsgsr) 0
expectedResult (Tnteger) -1

meszage (String)

roleProfDispName (String) |7 APP PAYABLE
roleProfMame (String) 2 APP PAYABLE
sysShortDesc (String) QGF

system (String) Q&F

userld (String) WEBUSER

CODDDDDD
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