
 
 

Configuring LDAP Connector in 
Compliant User Provisioning of 
GRC Access Control (Formerly 
Virsa Access Enforcer)  

Applies to: 
SAP GRC Access Control, release 5.x 

Summary 
When implementing compliant user provisioning in GRC Access Control the system is typically linked to a 
LDAP repository. This paper outlines the configuration of LDAP connector and provides sample mappings for 
Active Directory, SunOne, E-Directory, and Tivoli. 

Authors:  Alpesh Parmar, Aman Chuttani 

Company:  SAP 

Created on: 21 January 2008 

Author Bio 
Alpesh Parmar is a principal consultant at Regional Implementation Group (RIG) SAP GRC. He is an expert 
in GRC Access Control and was instrumental in many successful Access Control ramp-up implementations. 
Prior to joining RIG he was part of the Access Control development team.  

Aman Chuttani works as a consultant in SAP’s GRC RIG. He has gained extensive experience supporting 
SAP's customers in the implementation of SAP GRC Access Control. 

 
 

SAP DEVELOPER NETWORK  |  sdn.sap.com  BUSINESS PROCESS EXPERT COMMUNITY  |  bpx.sap.com 
© 2008 SAP AG 1  



 Configuring LDAP Connector in Compliant User Provisioning of GRC Access Control (Formerly Virsa Access Enforcer) 

Table of Contents 
Configuring LDAP System for Compliant User Provisioning in GRC Access Control........................................3 

Configuring LDAP Connector..........................................................................................................................3 
Sample Connector Configuration for Different LDAP Types...........................................................................4 

Active Directory:...........................................................................................................................................................4 
SunOne:.......................................................................................................................................................................4 
Novell’s E-Directory: ....................................................................................................................................................5 
IBM Tivoli: ....................................................................................................................................................................5 

Mapping LDAP Fields .....................................................................................................................................6 
Sample LDAP Mapping Screenshots for Different Directory Types ...............................................................7 

LDAP Mapping for Microsoft Active Directory ..............................................................................................................7 
LDAP MAPPING for SUNONE.....................................................................................................................................8 
LDAP Mapping for Novell’s E-Directory .......................................................................................................................9 
LDAP Mapping for IBM Tivoli .....................................................................................................................................10 

Copyright...........................................................................................................................................................11 

SAP DEVELOPER NETWORK  |  sdn.sap.com  BUSINESS PROCESS EXPERT COMMUNITY  |  bpx.sap.com 
© 2008 SAP AG  2  



 Configuring LDAP Connector in Compliant User Provisioning of GRC Access Control (Formerly Virsa Access Enforcer) 

Configuring LDAP System for Compliant User Provisioning in GRC Access Control 
Connectors facilitate the transfer of data between Compliant User Provisioning (formerly Virsa Access 
Enforcer) and LDAP systems. Compliant User Provisioning (formerly Virsa Access Enforcer) supports 
different LDAP types. They include: 

• Microsoft Active Directory 

• SunOne 

• Novell E-Directory 

• IBM Tivoli 

There are two important tasks which are required in order to have a successful communication between the 
Compliant User Provisioning (formerly Virsa Access Enforcer) and the LDAP systems. These include: 

• Configuring an LDAP connector 

• Mapping the LDAP fields to Compliant User Provisioning fields 

Configuring LDAP Connector 

Following is the description of fields in the LDAP connector screen: 

Name: Input a name for the LDAP connector. This is a free form text. 

Short Description: Input text such that it is easily distinguishable from other connectors since the text 
entered in this field will be displayed in various screens of AE. 

Description: Input a larger description of the connector if you like.  

Server Name: Input the server name hosting the LDAP directory. It is better to input the fully qualified name. 
An IP address will work too. 

Domain: Input the domain name or the base of the directory. Following two formats are supported. 1. 
“DC=sap,DC=com”, 2. “sap.com” 

Port: Input the port assigned to the directory server. 

User Principal Name: Input the service user Id which will be used to access the directory. 

Password: Input password of the service user. 

User Path: Input the distinguished name of the root directory under which all the users/employees are 
stored. Please remove the domain components from the distinguished name.  

Group Path: Leave this field blank. This field is not being used in Compliant User Provisioning (formerly 
Virsa Access Enforcer).   

LDAP Type: Select the directory type which is being used.  

Password Encryption: Select encryption type to be utilized by the LDAP server. 

Connection Category: Select Production or Non-Production. 
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Sample Connector Configuration for Different LDAP Types 

Active Directory: 

 

SunOne: 
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Novell’s E-Directory: 

 

IBM Tivoli: 
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Mapping LDAP Fields 

The LDAP mapping helps in mapping the fields between Compliant User Provisioning and corresponding 
LDAP fields (attributes). The field values are accordingly pulled from the LDAP directory and populated in 
Compliant User Provisioning. Most of the fields in the LDAP mapping screen are self explanatory except for 
few. Those fields are explained below.  

• Object Class 

• UniqueLDAPKey 

Object Class is the Common-Name (cn) of the object class attribute (or super class) of the 
users/employees/people. 

UniqueLDAPKey is the attribute name which holds the DN of the user/employee/people objects. 
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Sample LDAP Mapping Screenshots for Different Directory Types 

LDAP Mapping for Microsoft Active Directory 

 
 

AE Field LDAP Mapped Field Description 

EmployeeID sAMAccountName Default field for account name. 

FirstName givenName Default field for first name 

LastName Sn Default field for last name 

Email Mail Default field for email ID 

Department Department Default field for department 

Telephone telephoneNumber Default field for telephone number 

ObjectClass User Default structure for the user details 

Location L Default field for base location 

Location_Country C Default field for country 

UniqueLDAPKey distinguishedName Unique key in the LDAP system 

Manager Manager Default field for manager ID 
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LDAP MAPPING for SUNONE 

 
 

AE Field LDAP Mapped Field Description 

EmployeeID Uid Default field for account name. 

FirstName givenName Default field for first name 

LastName Sn Default field for last name 

Email Mail Default field for email ID 

Department Department Default field for department 

Telephone telephoneNumber Default field for telephone number 

ObjectClass Person Default structure for the user details 

Location L Default field for base location 

Location_Country C Default field for country 

UniqueLDAPKey Entrydn Unique key in the LDAP system 

Manager Manager Default field for manager ID 
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LDAP Mapping for Novell’s E-Directory 

 
 

AE Field LDAP Mapped Field Description 

EmployeeID Sn Default field for account name. 

FirstName GivenName Default field for first name 

LastName GivenName Default field for last name 

Email Mail Default field for email ID 

Department Department Default field for department 

Telephone Telephone Default field for telephone number 

ObjectClass User Default structure for the user details 

Location L Default field for base location 

Location_Country L Default field for country 

UniqueLDAPKey Uid Unique key in the LDAP system 

Manager Manager Default field for manager ID 
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LDAP Mapping for IBM Tivoli 

 
  

AE Field LDAP Mapped Field Description 

EmployeeID Cn Default field for account name. 

FirstName Sn Default field for first name 

LastName Sn Default field for last name 

Email Mail Default field for email ID 

Department Department Default field for department 

Telephone facsimileTelephoneNumber Default field for telephone number 

ObjectClass Person Default structure for the user details 

Location Location_Country Default field for base location 

Location_Country Location_Country Default field for country 

UniqueLDAPKey Uid Unique key in the LDAP system 

Manager Manager Default field for manager ID 
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