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Configuring LDAP System for Compliant User Provisioning in GRC Access Control

Connectors facilitate the transfer of data between Compliant User Provisioning (formerly Virsa Access
Enforcer) and LDAP systems. Compliant User Provisioning (formerly Virsa Access Enforcer) supports
different LDAP types. They include:

e Microsoft Active Directory
e SunOne

e Novell E-Directory

e IBM Tivoli

There are two important tasks which are required in order to have a successful communication between the
Compliant User Provisioning (formerly Virsa Access Enforcer) and the LDAP systems. These include:

e Configuring an LDAP connector

e Mapping the LDAP fields to Compliant User Provisioning fields

Configuring LDAP Connector
Following is the description of fields in the LDAP connector screen:
Name: Input a name for the LDAP connector. This is a free form text.

Short Description: Input text such that it is easily distinguishable from other connectors since the text
entered in this field will be displayed in various screens of AE.

Description: Input a larger description of the connector if you like.

Server Name: Input the server name hosting the LDAP directory. It is better to input the fully qualified name.
An IP address will work too.

Domain: Input the domain name or the base of the directory. Following two formats are supported. 1.
“DC=sap,DC=com”, 2. “sap.com”

Port: Input the port assigned to the directory server.
User Principal Name: Input the service user Id which will be used to access the directory.
Password: Input password of the service user.

User Path: Input the distinguished name of the root directory under which all the users/employees are
stored. Please remove the domain components from the distinguished name.

Group Path: Leave this field blank. This field is not being used in Compliant User Provisioning (formerly
Virsa Access Enforcer).

LDAP Type: Select the directory type which is being used.
Password Encryption: Select encryption type to be utilized by the LDAP server.

Connection Category: Select Production or Non-Production.
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Sample Connector Configuration for Different LDAP Types

Active Directory:

Marme*
Description®

Server Mame*

RO
Active Directory

vaga-do vegalocal

U=zer Principal Mame*

Passward®

=zer Path

Group Path

LDAP Type
Pazzword Encryption

Connector Category

Darmair® DiZ=vzga DC=local (Ex: Server local)

Port* 389

User Principsl Mame* miteshi@vsga local (Ex:Domainizer or

Uzeri@Domain]

Pazsword® (Y YT I T T I I I TIITNY])

=er Path Ch=Uzers

Group Path

LDAP Type [ Active Directory |

Password Encryption |-N|:|ne- ll

Connector Category | Production ﬂ
SunOne:

Marme* SUMOME

Description® SL0NE

Server Mame* 192.165.35.30

Damain® virza local [Ex:Server local)

Port* 389

uic=ksharma ou=pecple do=vir (Ex: Domainlser or
Uzer@Domain]

ou=people

ISun One ;I
I -Mone- ;I
I Production ;I
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Novell's E-Directory:

Server Mame*
Datnain®
Port*

Uzer Principal Mame*

Password®

I=zer Path

Group Path

LDAP Type
Paz=zvword Encryption

Connectar Category

LDAPR .
4
Mame* MOWELL
Description® kowell EDirectory

192 168.35.29
o=virza
a9

cn=tuzert 21 jo=virsa
Uzer@@Damsain)

[Ex Server local)

(Ex:Domain\Jzer or

IN::NEII e-Directary

I -Mone-

I Man-production

Ll L] L

Server Mame*
Domain®
Port*

=ser Principal Mame*

Pazsword®

I=zer Path

Group Path

LDAP Type
Pazsvord Encryption

Connectar Category

IBM Tivoli:
;
"L'l
Mame* 1B TIWOLI
Deszcription® B T OLIGR AT R T

19216835 65
cn=localhost
a9

cn=harpal cn=localhost
Uzer@@Damain)

[Ex:Server local)

(Ex:Domain\zer or

| 1B Tivoli |
I -Mone- j
I Production j
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Mapping LDAP Fields

The LDAP mapping helps in mapping the fields between Compliant User Provisioning and corresponding
LDAP fields (attributes). The field values are accordingly pulled from the LDAP directory and populated in
Compliant User Provisioning. Most of the fields in the LDAP mapping screen are self explanatory except for
few. Those fields are explained below.

e Object Class

e UniqueLDAPKey

Object Class is the Common-Name (cn) of the object class attribute (or super class) of the
users/employees/people.

UniqueLDAPKey is the attribute name which holds the DN of the user/employee/people objects.
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Sample LDAP Mapping Screenshots for Different Directory Types

LDAP Mapping for Microsoft Active Directory

LDAP Mappings

System |LDAP_aCTIVER x|
EmployeelD sAMACCoURtMame

FirstMame givenhlame

LastMame n

Etmail miil

Department departmert

Telephone telophoneMumber

Ohject Clazz ser

Location I

Location Country C

UnigquelDAPHey distinguishedhame

Manager manager
AE Field LDAP Mapped Field Description

EmployeelD sAMAccountName Default field for account name.
FirstName givenName Default field for first name
LastName Sn Default field for last name

Email Mail Default field for email ID
Department Department Default field for department
Telephone telephoneNumber Default field for telephone number
ObjectClass User Default structure for the user details
Location L Default field for base location

Location_Country C
UniqueLDAPKey distinguishedName

Manager Manager

Default field for country
Unique key in the LDAP system

Default field for manager 1D
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LDAP MAPPING for SUNONE

LDAP MappiEgs

System SUNONE -]
EmployeelD Liicd

FirstMame givenMame

LasztMame N

Email mail

Department department

Telephone telephoneMumber

Chject Class peron

Location I

Location_Country

UniguelLDAPKey entrydn

Manager manager
AE Field LDAP Mapped Field Description

EmployeelD vid Default field for account name.
FirstName givenName Default field for first name
LastName Sn Default field for last name
Email Mail Default field for email ID
Department Department Default field for department
Telephone telephoneNumber Default field for telephone number
ObjectClass Person Default structure for the user details
Location L Default field for base location
Location_Country C Default field for country
UniqueLDAPKey Entrydn Unique key in the LDAP system
Manager Manager Default field for manager 1D
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LDAP Mapping for Novell's E-Directory

LDAP Mappings
[

System [mover  ® =]

EmployeelD =N

Firsthame giventame

LaztMame givenitame

Emnail mail

Department department

Telephone telephone

Ohject Class pPersan

Location |

Location_Country |

Uniguel DAPKey uicl

hanager manager
AE Field LDAP Mapped Field Description
EmployeelD Sn Default field for account name.
FirstName GivenName Default field for first name
LastName GivenName Default field for last name
Email Mail Default field for email ID
Department Department Default field for department
Telephone Telephone Default field for telephone number
ObjectClass User Default structure for the user details
Location L Default field for base location
Location_Country L Default field for country
UniqueLDAPKey Uid Unique key in the LDAP system
Manager Manager Default field for manager ID
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LDAP Mapping for IBM Tivoli

LI]AP:EH'Iappings
System
Employeell
Firsthlame
LastMame

Email

Department
Telephone

Ohject Class
Locatian

Location_Country

IBh TN OL

=y

ey

=N

il

department
facsimileTelephonetumber
prErEon

Location_Country

Location_Country

niguel AP ey Lidd
Manager manager

Save |
AE Field LDAP Mapped Field Description
EmployeelD Cn Default field for account name.
FirstName Sn Default field for first name
LastName Sn Default field for last name
Email Malil Default field for email ID
Department Department Default field for department
Telephone facsimileTelephoneNumber Default field for telephone number
ObjectClass Person Default structure for the user details
Location Location_Country Default field for base location

Location_Country
UniqueLDAPKey

Manager

Location_Country
Uid

Manager
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