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Scenario description

SADA

> This slide deck will show the configuration steps to be done in GRC AC 5.3 to be able to
send provisioning requests from GRC AC 5.3 to NetWeaver |[dM

> The screenshots are based on a demo scenario using one workflow with one stage where
the security lead is approver

> Connector parameter and field mappings mentioned need to be entirely applied



Configuration Overview for
Compliant User Provisioning

1.

2.

Read “IdM Integration” Section in AC 5.3 Configuration Guide
Finish Initial Configuration for CUP

(= Refer to Post-Installation Slide Deck for CUP)

3.

4.

5.

Check if Required Release Levels are met
Create and Test System Connector and Parameter Mapping

Create Field Mapping

. Configure Workflow
. Configure Approvers

. Import Roles

End User Personalization



1 - Check Available Documentation

SADA

» https://service.sap.com/instquides = SAP Solution Extensions = SAP Solutions for GRC -
SAP GRC Access Control > SAP GRC Access Control 5.3:

Masterguide
Installation Guide
Upgrade Guide
Configuration Guide
Operation Guide
Security Guide

> Online Documentation (replaced fromer release User's Guide)

» http://service.sap.com/releasenotes > SAP Solutions 2 SAP GRC Products > SAP
GRC Access Control

Overview of new features in AC 5.3

> https://service.sap.com/rkt 2> SAP Solutions for GRC - SAP Access Control 5.3
Free-of-charge (Ramp-Up customers only) online delta training!

> www.sdn.sap.com/irj/sdn/bpx-grc
GRC Best Practice Information
GRC How-To Guides
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> Slide Deck available on SDN or through GRC RIG

> All tasks need to be performed before starting with the configuration for IdM
Integration

THE BEST-RUN BEUSINESSES RUN SAP™
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» GRC Access Control 5.3 SP4
> NetWeaver ldentity Management 7.0 SP2 Patch1



> Create Connector of Type ,IDMY Fill in Details and Add the Parameter Mapping

Compliant User Provisioning

Configuration

SAP GRC Access Control

PowERED BV

Help | About | Log OFF ) i

Welcome Admin Access Controls

[Netweaver DI |

|NetWWeaver IDM on NWDEMO2450 |

|hﬂp:khwﬂenn245ﬂ.wdf.sap:onrp:5ﬂbﬂﬂ!nwi¢m‘l

superuser |

|-“..,-..“..,-..“. |
el |

[ Production ~]

| APPROVER_ID

! ra.’;uesté.ﬂs?jd

 ASSIGN_ROLES:OC

| MX_PERSON

| requestid

auditiogs

| L] | retomenen |

All parameters to be entered are on next slide




4 — Create System Connector and Parameter
Mapping

Parameter Name (GRC Parameter) Parameter Value (IdM Parameter )

APPROVER _ID requesteduserid
ASSIGN_ROLES:OC MX_PERSON
AUDIT_SEARCH_ATTRIBUTE requestid
AUDIT_SEARCH_OPERATION operation=auditlog
AUDIT_TYPE auditlogs
CHANGE_USER:OC MX_PERSON
CREATE_USER:OC MX_PERSON
DATE timestamp
DELETE_USER:OC MX_PERSON
LOCK_USER:0OC MX_PERSON
LOCK_USER:islocked true
OPERATION requestoperation
PROV_CALL sync
REQUESTED_BY requestuserid
REQUEST _ID requestid
REQUEST_STATUS operationstatus
ROLE privilege
SCHEMA_ID default
SEARCH_CRITERIA searchBase
UNLOCK_USER:0OC MX_PERSON
UNLOCK USER:islocked false

USER _ID requestuserid

»>Parameter Mapping for PROV_CALL
>If ,sync® request will be send from AC to IdM after approval in AC
>If ,async” request will be send from AC to IdM directly without approval process



> AC fields need to be mapped with IdM fields because of different naming

; — . POWERED BY
SAP GRC Access Control %
Compliant User Provisioning Vislcome Admin Access Control Help | About 1 Log OFF

HW_IDM_FLD_MAP NW_IDM_FLD_MAP

e e




» Choose your |[dM connector

Short Description * NW_IDMW_FLD_MAP |
Connector Typs * | on ]

Netieaver DM ] ®




> These are the minimum field mappings needed. You can configure this according to your
needs.

Group Mame NW_IDM_FLD_MAP

Short Description NW_IDW_FLD_MAP

Connector Type IDK

Version

Application NWIDM

Email Address - STANDARD mail

Uszer FMame - STANDARD givenname
Uszer ID - STANDARD requestuzerid

User LMame - STANDARD =n




> Create the Initiator according to your needs. Below is just an example.

w SAP GRC Access Control %
A Compliant User Provisioning Welcome Admin Access Controls Help | About | Log OFF :

Name® ] |
Short Description® /DM |
Description | |

Workflow Type* | Aceess Enforcer W

| L1 B ERENE] KA L
i >




> Configure the stages you want to use in your workflow. This example uses Security Lead as
approver.

w SAP GRC Access Control wrissn

Compliant User Provisioning

Welcome Admin Access Control Help | About | Log Off

+]

Name* SECURMY

Short Description* |Security Approver |
Description | Security Approver |
Workflow Type* cup

Approver Determinator | Security Lead @
Reguest Wait Time (Days) o |
Request Wait Time (Hours) [o ~

Paproved [¥luser [¥] Requestor [ manager [¥] other approvers
Escalated user [ Requestor [ tanager [] other Approvers
Request Rejecten !JSEJ' M.l&etor' DM&nagEr E‘ Other Approvers
Subject: |Reques‘tappmvm
Content : | Stylel E‘ | [Font] @ | [Size] @

B 7 U= = = =[—[iZ =[F F A P[0 el amens v

our request # IREQUESTINUMBER# | has been approved for # |USERNAME# | and ID
. WJSERID# |




> Create path to your needs. Here an example with one stage and Security Lead as Approver.

SAP GRC Access Control

Compliant User Provisioning Welcome Admin Access Cantrols Help | About | Log OFF

i

'ROLE_APPROVAL °
[ b DM Access Enforcer 1 DM Ak

|_Create | | cn




> In the path the Security Lead is the approver and needs therefore to be configured.

w SAP GRC Access Control o s
Compliant User Provisioning Help 1 About | Log Off ﬁ

Welcome Admin Access Control

Configuration

Group Email Address® | Anna.Lerch@adiwdfvm2070.demo.sap |
Approver ID |LERCHA D
Alternate Approver D | AC_ADMIN D




8 — Import Roles
SAPd

> Roles can be manually created but also imported via an Excel Template. Download
Template and Fill in the Roles you want to Provision towards the IdM Connector. =2 wicosoft office

Excel Worksheet

> The role attributes used in the spreadsheet must be created prior to upload in CUP (see
Post-Installation Slide Deck for CUP)

SAPd

My Work

SAP GRC Access Control
Compliant User Provisioning

Welcome Admin-Access Controle

Configuration

- ST VILG LEVT

= Password Self-Service

=~ Import Roles

= User Registration Import Roles

= Custam Fields System Seled : ;|

= End U=er Perzonalization R——— ——
Raole Source | Back End |

= Support &

b Workflow Last Synch Date i

b Request O AllRoles

P T ieping O All Reles Except SAP Predefined Roles

F Approvers

. {7 Selected Roles

b User Review

¥ Change Log Rale Name

w Connectors

* Available Conneclors (&) From File C\Documents and Setting=\d04233%\Wy Docur | Brawse . & Download Template

= Create Connectors
= Authentication

= l=zer Data Source
F HR Trigger
w Roles

Impert Roles

= Create Role

[[] oOwerwrite Existing Roles

Import |
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> Example of IdM Privileges imported to CUP as Roles

SAP GRC Access Control
Compliant User Provisioning

Welcome Admin Access Controle

Help | About | Log Off

PR_N:RGLE_:PD‘RT;Q\_L :Everyone

PRIV:ROLE:PORTAL Everyone

| PRIV:ROLE PORTAL pod portal_content/com sap idiic_user

PRIV:ROLE:PORTAL ped:portal_content/com sap.idmiic_administration,

PRIV:ROLE:PORTAL:ped:portal_content/com.zap.idnvic_administration

o s

eeeee




> Configure the Request Form Fields according to your needs.

SAP GRC Access Control pomEneo v
w Compliant User Provisioning W

Welcome Admin Access Control Help | About | Log OFf

o

Fl Yes

[]  Approve Reject Own Requests. No No No
.[j Attachments No No No
[0 cancel No No es
[0 |company MELD Mo e Yes
P Devasime: Ho Mo tie
[0 | Employee Type Mo ho Ho
[0 Functional Area o te Ne
[J |Location Mo No No
[0 manager Emai Ho o o
[] | Manager First Name No No Yes
[ Manager mformation No No No
|| er Information Lookup No No Mo
E |Managertost Narte cn o Yes
[ | Manager Name Mo No No

[« 174 il P M
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